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editorial
OUR EDITORIAL POLICY at the SJM has always been
to challenge simplistic ideas about what crime is and what
we do about it. We have tried to do so by addressing these
fundamentals through various lenses: for example, poverty,
or health, or arts, or understanding desistance.
We knew that ‘cybercrime’ was a topic that we wanted
to explore but our editorial starting point was, frankly, one
of curiosity matched by ignorance. As far as we are aware
no other collection of writing on this theme as it relates
to Scotland and as it is perceived from Scotland, exists.
Having said that the question of boundaries and territorial
jurisdiction is one of lesser relevance both in terms of
the offender and victimisation as contributors explain.
Conventional approaches to crime prevention, policing,
prosecution and court practices are challenged.
It was therefore exciting that Ian Ferguson and Natalie
Coull of the University of Abertay, agreed to take on this
theme, but disconcerting that their starting point in our
preparatory discussions was that there is no such thing as
‘cybercrime’. Read their theme editorial to discover why this
is so. Ian and Natalie are not only technical experts at the
forefront of developing ‘ethical hacking’ academic courses,
but also have done a great job in pulling together wider
justice implications of this shift in the way we live our lives
from a physical to a ‘cyber’ space using almost ubiquitous
devices of immense power. Our thanks go to them and all
our theme contributors.
Our back end articles are diverse as usual and give us an
opportunity to juxtapose new ideas, information and lived
experiences. David Cross is a senior criminal justice social
worker with the City of Edinburgh, who has thought deeply
and critically about the intersection between human rights
and the competing necessities of supervising people with
convictions. His article begins to suggest ways in which we
can understand supervision against a rights framework.
Thomas McCrudden and colleagues brought their insights
of change as people who have been making a journey from
violence to redemption, to the Edinburgh Fringe stage this
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summer, in their devastatingly honest and sometimes difficult to
watch play, Doubting Thomas. ‘Tosh’ writes about the origins of
this production and what it has meant to him.
Shocking data on the rise of HIV in Glasgow, particularly
amongst people injecting heroin in public places, underpins
radical new proposals to open a safe consumption facility, as the
public health team from NHS Greater Glasgow explain. Such a
development would need a pragmatic response from the justice
sector and raises interesting questions about shifts in social and
policy attitudes towards drug use.
Similarly, the work of the Scottish Sentencing Council has
the potential in the long term of being profoundly important to
the practice of justice. In a follow up article to one we published
in March 21016, Ondine Tennant explains the work priorities of
the SSC in their new business plan, and how they are going to
go about them. Finally, Joan Skinner and Maggie Mellon report
on their observations of women in court and reflect on what
remains to be done to improve their experience of justice.
Donald Dickie is one of the many unsung volunteers working
in the justice sector. In the day in the life of … regular feature he
talks about his work as a prison visits driver for Sacro, helping to
keep families in touch despite distance and prison walls. Hazel
Croall does double duty by reviewing a new work on white collar
crime, and also interviewing David Wall, a pioneer in thinking
about cybercrime from a criminological perspective.
Finally you will notice that the Editorial Board of the SJM
have issued a call for expressions of interest from anyone who
would like to take over from me as managing editor. I’ve had a
very enjoyable and stimulating three years working on 11 issues
of this project, that hopefully, have made some sort of impact.
However, the time has come to pass on to someone else to
take the SJM forward perhaps in new ways, despite, or perhaps
because of, uncertainties over funding. I would be delighted
to chat informally with anyone who is tempted, as would other
members of the Editorial Board.
Mary Munro
Managing editor
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WHAT DO YOU THINK of when you hear the word
‘cybercrime’? Is it identity theft? Ransomware? Hacking?
Murder? Murder!? Surely that isn’t cybercrime? Maybe it is if the
perpetrator googled the word ‘strychnine’ in the previous 24
hours. In short, there is no such thing as cybercrime: it simply
is not a useful classification. As technology becomes pervasive
in everyday life there are perhaps few crimes that do not have
some ‘cyber’ element: the advance of mobile computing means
that everyone who has committed a crime or been a victim of
crime will have left a footprint in the digital flowerbed. It is very
likely that they will have been captured on CCTV or the mobile
phone in their pocket will have left its trace across the phone
mast network that could be used to identify their location. The
satnav in their car could have recorded recent addresses visited
and the routes taken between them. The crime, harm done to
other people and or society, is still just a crime and can largely
be prosecuted under existing legislation.
The Internet revolution is still in its infancy. The reality of the
Internet of Things (IoT) is just around the corner: an era in which
all manner of devices will be online, collecting data about every
aspect of daily life. Internet-enabled toasters, fitness watches
and even toothbrushes are all available to purchase with hightech features that offer a fantastic opportunity to improve the
user experience. However, the range of devices being designed
to harness the internet as a means of communication extends
far beyond simple home-use products. Petrol pumps, x-ray
machines, hydroelectric plants and even crematorium furnaces
are just some of the systems that are utilising internet protocols
to facilitate communication.

As technology becomes pervasive
in everyday life there are perhaps
few crimes that do not have
some ‘cyber’ element
However, these devices can also be misused. The internet
suffered the largest Distributed Denial of Service (DDoS) attack
on the 21st October 2016. A denial of service attack is when a
service is bombarded with data, usually in the form of webpage
requests which are far out with the normal network traffic that
a service is able to cope with. The service is simply unable to
process the sheer volume of traffic, rendering it unusable to
normal customers. During the attack in October, it is estimated
that DYN (a Domain Name Service provider) was hit with up to
1.2 terabytes of data per second. That is the equivalent of 12.2
million episodes of Eastenders being sent to the DYN server
every single second. The attack brought down websites like
Twitter, Netflix, Spotify, Reddit, PayPal and Pinterest.
The volume of traffic required to carry out a successful
DDoS is significantly more than can be produced by a single
or even a handful of computers. Usually, malicious hackers are
able to execute these attacks through a botnet, a collection of
computers which have been infected with malicious software
that allows them to be controlled remotely by a hacker, and
used to send out data on the hacker’s behalf. Interestingly,
analysis of the DYN attack shows that the devices responsible
for sending the excessive traffic were not part of a normal
Scottish Justice Matters : November 2016

botnet made of up of home-pcs, but a collection of IoT devices
that had been infected with malware. The number of devices
involved in the DYN attack was relatively small (an estimated
100,000) given the number of IoT devices known to be
vulnerable or infected with malicious software. Misuse of these
devices certainly has the potential to bring the internet to its
knees.

As the technology becomes more
pervasive, so the technical possibility
of reconstruction of peoples’ actions
increases.
While poor configuration of these systems can leave them
open to misuse from a malicious hacker, the data generated
from these devices offer tremendous value to a forensic
investigation. A recent investigation involved the seizure and
analysis of a ‘smart fridge’ that was able to tell digital forensic
investigators that the door had been open at a particular time,
establishing that someone had been present in the house
at that time. As the technology becomes more pervasive, so
the technical possibility of reconstruction of peoples’ actions
increases.
One oft-repeated claim is that the Internet has done away
with time and distance: you can buy a pair of shoes from
America at 3am on your mobile phone and have it delivered to
your door in two days. You can Skype with Aunt Edith in New
Zealand [or edit the SJM from central Australia. Ed.]. But this
freedom from time and distance has opened up opportunities
for the criminal. They can steal the identity of someone in
Kilmarnock, using a server based in South America whilst
they are in Chechnya. The criminal justice system that tries to
investigate and prosecute however has no such freedom and
must respect borders, jurisdictions and the administrational
burden thus imposed. For them, rather than shrinking, the
world has grown and become more complex. Differences in
legislation can become complex: possession of an indecent
image of a 16 year old in Scotland is illegal; the same image in
Sweden, with its lower age of consent, presents no problem.
Beyond legal issues, the evolution of technology presents
its own difficulties. The ever-increasing capacity of storage
devices (disks) means that investigations take longer simply
because there is more data to analyse. The use of encryption,
ostensibly to protect privacy, can completely prevent the
analysis of devices thus protected. The ‘golden age’ of digital
forensics, when there was a reasonable expectation that
law enforcement would be able to investigate any device
presented to them, is over: an ‘evidence blackout’ is looming.
The pros and cons of whether a ‘backdoor’ should (or even
could) be incorporated into every system have been debated
in technology circles, maybe less so in legal ones. When the UK
government introduced the Regulation of Investigatory Powers
(2000) Act (and its subsequent amendments) a limitation of
28 days on the length of custody was introduced. The choice
of 28 days was influenced by the speed with which a typical
computer of the time could be analysed. Technology has
rapidly moved on, but the debate on how to handle that
technology struggles to keep pace.
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Even without the implications of encryption on digital
forensics, the sheer volume of data available can also impact an
investigation. A single text message for example can generate
over 20 log entries as it is transmitted across different mobile
carriers’ transmitters. The trace evidence from these log entries
can remain for months, long after the sender and receiver
deleted the original message. Digital data has tremendous
value, not only to the malicious hacker and the forensic
analyst but ultimately businesses looking to profile customers’
behaviour. The challenge for organisations making money from
their customers’ data and profiles is to balance the trade-offs
between data generation and its impact on personal privacy
and personal safety. As many of the digital services that we
interact with are increasingly globalised, there is a need for
frameworks, legal processes and policies to recognise and deal
with these tensions.

They can steal the identity of someone
in Kilmarnock, using a server based
in South America whilst they are in
Chechnya
The articles in this issue attempt both to give a snapshot
of Scotland’s readiness to deal with ‘cybercrime’ and to
provoke debate on the current legislation and resources. We
already have a good track record in the area. The ACPOS Good
Practice Guide for computer-based Electronic Evidence which
originated with Police Scotland has been widely adopted
by law-enforcement around the world as the gold standard.
DI Eamonn Keane’s article discusses some of the challenges
currently faced by the ‘cyber’ arm of Police Scotland. Work
on classifying the severity of inappropriate image of children
(the COPINE scale – again globally adopted) is due to one
of our contributors, Dr Ethel Quayle from the University

of Edinburgh. The world’s first undergraduate degree in
Ethical Hacking (which educates the next generation of
cybersecurity specialists) was founded at Abertay University
in 2006. Provision of privacy and security for the individual,
the commercial sector and the public sector are the concern
of the Scottish Government’s CyberResilience Strategy for
Scotland launched in November 2015 which has the stated aim
of making Scotland one of the “safest places in the world to live
and do business”.
Many organisations contribute to this vision, which the
selection of contributors and articles attempt to reflect. The
view from the commercial cybersecurity sector is represented
by Rory McCune of NCC Group, whilst the problems associated
with securing smaller concerns are described by Mandy
Haeburn-Little of the Scottish Business Resilience Centre. David
Sinclair of the Public Defence Solicitors’ Office outlines some
criminal justice concerns from a defence perspective, whilst a
prosecutor’s view comes from Scot Dignan.
Stevie Wilson, head of Europol’s European Cybercrime
Centre, reflects on Scotland’s readiness and what needs
to be done to protect against cybersecurity threats. The
problems associated with the management of offenders in
the community are discussed by Steve Lindsay of Dundee
City Council’s Criminal Justice Services. New perspectives
in criminology opened up by ‘cybercrime’, are represented
by a paper from Shane Horgan and Ben Collier of Edinburgh
University, who consider cybersecurity in the context of
previous approaches to crime prevention, and Hazel Croall’s
interview feature with David Wall.

Ian Ferguson and Natalie Coull are with the
Security Research Group, Division of Computing and
Mathematics, Abertay University, Dundee.
ian.ferguson@abertay.ac.uk
n.coull@abertay.ac.uk

SCOTTISH JUSTICE MATTERS SEEKS NEW MANAGING EDITOR
MARY MUNRO, managing editor and mainstay of Scottish Justice
Matters, has announced that she wants to step down from this voluntary
role in Spring 2017. Mary initiated the SJM project in 2013 and has been
central to the commissioning and the delivery of every issue since then.
The SJM editorial board recognises that Mary will be a very difficult act
for any would-be successor to follow. And yet, we believe that SJM is too
valuable to lose, and are therefore seeking to find a successor, or perhaps
successors to her.
If you have an interest in and knowledge of issues around crime and
criminal justice in Scotland and can show evidence of editorial skills, or
the potential to develop them, we would very much like to hear from you.
We are also reviewing our business model for the journal. The journal
is currently published in print for paying subscribers and sponsors, and
is free online. There are three issues per year. The Editorial Board would
welcome ideas for building a sustainable future, possibly entirely online,
for the journal. We would be interested in proposals which would raise the
journal’s circulation, profile and influence and which might for instance
link the SJM to an events programme.
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If you are interested in knowing more, email
Mary at editor@scottishjusticematters.com
for more information and the possibility of
an informal chat over coffee. Members of the
editorial board will also be happy to meet with
you to discuss your interest.
From the SJM Editorial Board.
Niall Campbell, Secretary, SCCCJ
Professor Hazel Croall , Professor emeritus
Dr Hannah Graham
Nancy Loucks, CEO, Families Outside
Alan Mairs, Sacro
Maggie Mellon
Mike McCarron
Alex Spencer, Chair SCCCJ
Alan Staff, CEO APEX
Professor Cyrus Tata
Scottish Justice Matters : November 2016

CYBERCRIME

INTERNET OFFENDERS
AND CRIMINAL JUSTICE SOCIAL WORK SERVICES

Stephen Lindsay
TECHNOLOGY has always been used for sexual purposes.
From Victorian times the development of the camera was
used to produce pornographic still images. In the 1970s video
technology made moving images available and created
the concept of the porn star. Digital technology moved this
material to DVD. The internet brought with it adult websites,
movie downloads, streaming images and live sex shows. That
the sexual exploitation of children has taken place within this
technological context comes as no surprise.
In this article I reflect on our understanding of the role that
the internet plays in sexual offending and what we know and
don’t know in criminal justice social work.
Criminal Justice Social Work Services
Criminal Justice Social Work Services (CJSWS) provide
Scottish Courts with reports to assist judges with sentencing
during which they complete a risk assessment. This highlights
factors that are more likely to lead to future offending and areas
which could be supported to decrease the risk of reoffending.
We supervise offenders aged 16 and over who have been
made subject to community supervision (Community Payback
Orders, formerly Probation) or post custody supervision
(various types of licences).
Criminal justice social workers are usually employed by
local authorities in Scotland and work closely with other
organisations including other social work services, such as child
protection, mental health, accommodation providers, health
services, the voluntary sector, the Scottish Prison Service and
Police Scotland.
Scottish Justice Matters : November 2016

Multi-Agency Working
Social workers rarely work in isolation. The Management
of Offenders etc. (Scotland) Act 2005 introduced a formal
process and infrastructure from 2007: MAPPA (Multi-Agency
Public Protection Arrangements) co-ordinates the work of
local authorities, Police Scotland, the Scottish Prison Service
(SPS), and health (the ‘Responsible Authorities’), to work
in partnership to jointly assess and manage the risk posed
by registered sex offenders, mentally disordered restricted
patients and other offenders. A number of other agencies are
under a duty to co-operate with the Responsible Authorities.
These include housing providers, the voluntary sector and the
Children’s Reporter.
In Dundee we went a step further and, in 2006, we colocated the Criminal Justice Social Work Public Protection
Team, Police Scotland Offender Management Unit, MAPPA
Co-ordinator and MAPPA Liaison Officer for NHS Tayside in our
CJSWS office. This allows us to share information and make
decisions within a very short space of time. I believe that this
overcomes perceived agency barriers and enhances our ability
to work in partnership.
Risk Assessment
Accurate risk assessment is vital to inform decision
making in the areas of sentencing, risk management, and
treatment. Criminal justice social workers and Police offender
management officers are experienced in using a set of risk
assessment tools that have been introduced across Scotland
over the past few years. These include Risk Matrix 2000 (risk
5
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of sexual re-conviction), Stable and Acute 2007 (risk of sexual
re-offending) and LS/CMI (risk and needs factors). These tools
have changed the landscape of assessing and managing sex
offenders, enabling social workers to develop and apply a
well-researched knowledge base to their assessments and
management of individual offenders.
These tools have been developed using data that has, by
and large, been drawn from meta-analysis of research into all
kinds of contact and non-contact sexual offending, such as
child sexual assault, rape of an adult and indecent exposure.
None of these tools were developed with internet offending
in mind (see also Quayle on page 17). Indeed, there exists a
range of opinions as to the extent to which men convicted of
possession of indecent images have features that are similar to
those men that have committed contact sexual offences.
Treatment
The primary intervention approach for registered sex
offenders in Scotland is a groupwork programme called
‘Moving Forward: Making Changes’ (MFMC). It can also be
delivered on an individual basis. It is an accredited programme
developed by the Scottish Government and the Scottish
Prison Service for the treatment of adult male offenders who
have been assessed as posing a medium and above risk of
reoffending. It is delivered both within prison and in the
community and uses a robust sexual offending research base
to reduce the risk of reoffending and to create opportunities to
adopt an offence-free lifestyle. This is an area of good practice
and specialist teams, projects and individuals are involved in
the delivery of this work in partnership with ourselves with the
goal of public protection.
Whilst MFMC can include some individuals convicted of
internet sex offences, many will fall below the criteria outlined
within the MFMC assessment manual and will not be included.
Such offenders will continue to be managed and monitored
under MAPPA.
Internet Sex Offenders: Emerging Issues
According to the Office of National Statistics (2016), there
are 87.9% adults in the UK that have internet access. This rise in
the use of the internet and with it, social media, is a means by
which sex offenders can target and abuse children and young
people.
The number of sex offenders identified and managed
through MAPPA also continues to rise: this can in part be a
reflection of an increase in the reporting of sexual crime to the
Police and also an increase in convictions for internet offending.
Since 2013, Police Scotland has proactively raised and
responded to intelligence reports including information
provided by the National Crime Agency CEOP (Child
Exploitation and Online Protection) that have led to the
detection of 679 individuals for internet related offences with
cases being progressed through the criminal justice system.
The majority of convicted offences are under sections 51 and
52 of the Civic Government (Scotland) Act 1982 relating to
possession of indecent images of children. Between 2012 - 2015
over 92% of the 1199 offenders convicted or internet related
offences fell into this category. The number of offenders
convicted in the past three years of internet related offences
shows an increase of 109% (HMICS, 2015).
6

There still remains limited research in this area of offending
and at this time there is a view that internet offenders reoffend
at a lower rate that contact offenders. However some studies
emphasise crossover offending between internet offences and
contact offences. Assessing the potential risk that an internet
offender poses of committing a contact offence is an area where
we still lack knowledge. Psychological research is by its very
nature longitudinal and we do not, at this point in time have
sufficient breadth and depth of reconviction data available for
researchers to work with. There are no nationally adopted risk
assessment tools for those who commit internet related offences.
One tool, CPORT, developed in Canada, shows promising results
that are consistent with the tools we currently use (see also
Quayle page 17). However, it is based on one study and the
authors themselves emphasises the need for further research
and testing of this tool across wider populations (Seto et al,
2015). Notwithstanding this, the risk factors suggested by this
tool do not differ markedly from those contained within existing
tools. It is likely therefore, that further research will extend rather
than revolutionise our knowledge base. I find this reassuring, it
means we are on the right track.
A key finding of the Joint Thematic review of MAPPA
in Scotland is that staff require additional guidance in the
assessment of risk of further offending that internet offenders
may present. This has been tasked to Scottish Government in
partnership with the Risk Management Authority (RMA) and
responsible agencies (HMICS, 2015).
Police Scotland and criminal justice social work staff have a
key role in managing risk, including monitoring an offender’s
online activities. Police Scotland have access to software that
can scan computers used by some offenders. However, this
software does not scan portable equipment such as tablets
and smartphones. The Review recommended that Scottish
Government assess the technical capacity and capability, training
and guidance to support staff monitoring use of such devices. It
is not clear as to whether this would be a role for Police Scotland
or for CJSWS (or both). In our team we regularly take drug swabs
for testing and have the capacity to conduct alcohol testing. I see
no reason why monitoring the use of digital equipment could
not fall within the remit of CJSWS though others may see this as
a step too far.
We are currently going through a phase where we are
beginning to see the results of research into the area of internet
offenders. Further research is needed to extend and consolidate
what we already know and help us to understand what we don’t
currently know. In the meantime we can continue to use tools
that continue to be fit for purpose. Any additions to those will
enhance our ability to make informed decisions about managing
this group of offenders and will therefore be welcomed.

Stephen Lindsay is team manager, Criminal Justice
Services Public Protection Team, Dundee.
Her Majesty’s Inspectorate of Constabulary in Scotland and the Care
Inspectorate (2015) Joint Thematic Review of MAPPA in Scotland
Office for National Statistics (2016) Internet Users in the UK: 2016.
Seto M et al (2015) Predicting Recidivism Among Adult Male Child
Pornography Offenders: Development of the Child Pornography Offender
Risk Tool (CPORT) Law and Human Behavior 39(4), 416-429.
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PROSECUTING IN
THE SOCIAL
MEDIA SOCIETY

Scot Dignan introduces some of the issues faced by prosecutors when new media is involved
THERE ARE over four million ‘likes’ on Facebook
every minute and 350 billion photos are uploaded daily,
contributed by the 32 million of us in the UK who participate
in this social-media phenomenon. Technology has
changed the way we interact with each other and with our
community; it has permeated every aspect of our social
experience to the extent that we can easily state we live in a
social-media society. Unfortunately as our society develops,
as our technologies exponentially progress, there are those
that would use these developments for ill: crime it seems has
kept pace. In this article I discuss some of the issues that as a
Procurator Fiscal Depute, prosecuting in the public interest,
I am confronted with when prosecuting cybercrime and
cyber-assisted crime in Scotland.
What do I mean by cybercrime and cyber-assisted crime?
Cybercrime I would categorize as those cases in which the
use of technology is central to the criminal act, for example
downloading indecent images of children (prohibited under
s52 of the Civic Government (Scotland) Act 1982). Cyberassisted crime I would categorize as those cases in which the
technology forms a part of the overall criminal act, but is not
central to the commission of the offence: for example, if an
accused acted in a threating and abusive manner towards an
individual by shouting, swearing and then sending them an
abusive and alarming Facebook post (prohibited under s38
of the Criminal Justice and Licensing (Scotland) Act 2010).
Whether the technology requires to form part of a criminal
prosecution will depend on the nature of the offence and the
evidential value of the information retrieved.
Scottish Justice Matters : November 2016

Let us be clear however, with 70% of the adult population
walking around with a Smartphone in their pocket, prosecutors
are not seeking to seize and examine devices in every case, or
even every cyber-assisted case, only those cases in which there
would be strong evidential merit to do so. The decision to instruct
seizure and examination is a difficult one and it is not one I as
a prosecutor take lightly. It can cause economic and emotional
upset. Often witnesses and victims of crime do not realise that by
bringing a cybercrime or cyber-assisted crime to the attention of
the police, it may be essential for police to seize their device as
well as that of the accused for forensic examination and for trial,
which can be a significant period of time in some cases (see also
Sinclair, page 9).
Did s/he do it?
Once a device is seized, sent off for forensic examination and
found to contain relevant information it is up to the prosecutor
to determine the evidential weight of that information. In
cybercrime and cyber-related crime the fundamental evidential
challenge is proving the accused undertook the cyber-activity. Let
me illustrate my point with two examples.
(a) Possession of Indecent Images of Children
Police, working on intelligence that indecent images of
children have been downloaded at a property, obtain and execute
a Sheriff search warrant on that property, and seize a computer.
The property is a family home and the computer is seized from
the 18-year-old son’s bedroom. Forensic examination of the
computer uncovers several indecent images of children. The
Forensic Examiner in their cyber-report states how many indecent
7
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images were found, which file they were found in and when the
image files were created or downloaded. The son is detained,
interviewed and makes no comment. How can the prosecution
prove that the son was the person who downloaded the
images, or even knew they were on his computer?

Ensuring that the cyber jargon is
explained and is fully understandable
is imperative in these cases
The prosecutors approach is deductive: eliminating the
possibility as far as possible that it was someone other than the
son who could have downloaded the images. This can involve
taking statements from everyone else who resides at the
house, and calling them as witnesses, in order to rule them out:
ascertaining whether the computer was password protected
and establishing who would know the password; inviting
inference - it was found in the accused’s room, it’s not the
family computer it’s his personal computer, other files found
on the computer, school essays, CVs etc., establishing he is the
only user. In these types of cases, every detail matters.
Often juries, I suspect, want a definitive answer but the
law, unlike the digital world, does not operate in the binary.
Prosecutors cannot provide the scientific certainty too often
expected in today’s CSI society. We, as prosecutors, can only
show the jury what was on the computer screen; we cannot
show who sat before it. The rest is inferences, some more
irresistible than others.
(b) Posting an abusive Facebook message
Bernard and Sandra Abernethy were in a relationship for
five years, it ends badly and they are currently going through
the courts for custody of their two children. Bernard receives
a Facebook post from the account ‘Sandra Abernethy’, the
post appears on his Facebook wall, and it blames him for all
the marital problems and then threatens him with physical
violence. Bernard calls the police and shows them the message
on his smartphone; police seize Bernard’s phone. Sandra is
detained, interviewed, and states that she has a Facebook
account, she accesses it through her own smartphone, and
that there is no password on her smartphone. Police seize her
smartphone.
In this scenario there is no dispute as to a message being
posted on Bernard’s wall or that it was posted by the account
of Sandra Abernathy. The evidential challenge is proving, that
Sandra was the one that posted it. It is not enough to conclude
that it was Sandra’s account so it had to be Sandra. Sandra’s
defence could be ‘I left the phone on my desk at work and went
to the bathroom, it must have been sent then’.
There are certain strands of evidence that the prosecutor
can draw upon: that the account is in her name, that the
account’s profile picture displays a picture of the accused, and
that the message contained marital information that would
be peculiar to only those in their marriage. Once again when
it comes to the identification of the cyber-criminal, detail and
inference is key. It becomes even more complex when the
accused denies the account: There are as many as 80 million
fake Facebook accounts out there.
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These two small examples hopefully give the reader an idea
of the evidential difficulties facing prosecutors in cybercrime
and cyber-assisted crime, and the level of creativity prosecutors
must develop to deal with these evidential challenges.
In the public interest?
Once an evidential merit and sufficiency of evidence is
established, it still falls to the prosecutor to decide if it is in
the public interest to prosecute, to exercise prosecutorial
discretion. Cybercrime and cyber-assisted crime cases are
creating interesting new decisions for prosecutors, as we as a
society decide how we wish to tackle this form of offending.
For example, cases involving younger offenders using social
media in an inappropriate manner (see Quayle page 17) raise
important questions such as, are criminal proceedings in the
overall interest of the public and public safety considering
the evolving line between an act of immaturity, and an act
of criminality? Also, can and should we establish criteria for
those cases in which alternatives to prosecution may be more
appropriate?
Presenting the evidence
Once the decision is made to take up a prosecution,
perhaps one of the most interesting tasks when prosecuting
cybercrime and cyber-assisted crime is presenting the evidence.
Prosecutors must ensure the trier of fact understands the
evidence, whether that is a Sheriff sitting alone or a jury of
fifteen members of the public. One cannot take for granted that
everyone knows what a USB or hard-drive is, or what Facebook
or ‘downloading’ means. Social media and in particular
social media devices, have become such a normalized part
of our daily routine for many of us, that we take for granted
sometimes that everyone is (a) also participating in this modern
phenomenon, and (b) even if they are participating that they
understand exactly how it works. The truth is if it works, people
don’t really care how it works. Ensuring that the cyber jargon
is explained and is fully understandable is imperative in these
cases.
As a prosecutor cybercrime and cyber-assisted crime is
constantly posing new and interesting legal challenges. As a
society we must realise that we are responsible for our online
actions: what we ‘like’ on Facebook and how we use technology
matters, and when that online action falls to be criminal,
individuals must be held accountable. However, practitioners in
the legal system must be wary of creating the perception that
the technology in our pockets is a ‘smoking-gun’, ready to be
used against us at the flick of a thumb. Fear breeds bad law and
bad decisions, as US Supreme Court Justice Brandies famously
stated, “Men feared witches and burnt women” (Whitney v
California).

Scot Dignan is a Procurator-Fiscal and has recently
begun doctoral study at the University of Glasgow
Whitney v California 274 U.S. 357 (1927), pp376
Ofcom, The Communications Market Report, 2016
https://www.ofcom.org.uk/research-and-data/cmr/cmr16
Smith, Kit (2016). Marketing: 47 Facebook 2016 [Brandwatch.com]
https://www.brandwatch.com/2016/05/47-facebook-statistics-2016/
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THE
CYBERCRIME
PROCESS
A criminal defence perspective by David Sinclair
WE ARE a smartphone society. 70% of all adults own
one: but that little device in your hand can be tantamount to
holding a smoking gun when the police come knocking. In
this article, I intend to explore a few of the issues that crop up
when suspects are faced with this situation. I am a criminal
defence solicitor and practise mainly in the sheriff court. I meet
with clients and provide advice when they are detained by the
police at the police station. I then consider the strengths and
weaknesses of the case against them, advise accordingly and
represent their interests at court.
When a person is detained by the police for an offence,
a caution is administered by the police warning them that
what they say may be noted down. The suspect will be taken
in to police custody, they will routinely be searched and any
items relevant to the inquiry can be examined for potential
sources of evidence. During that detention period, the police
may interview the suspect. An interview carried out under
caution is an opportunity for the suspect to provide their side
of the story should they so wish, but an inviolable right against
self-incrimination must be preserved. There is every chance
however that a suspect’s phone will have all the answers
wanted by the police, and potentially more.
As a society we have accepted the ‘greater good’ over
individual privacy argument as it pertains to CCTV. But when
detained on suspicion of an offence, what stands between
your right to privacy and the state accessing the content of the
smartphone? The police have a power to search and examine
an accused for evidence. In cases where the police believe there
may be physical evidence obtainable from the accused i.e. DNA
traces on accused’s body, a medical examination by a doctor
will be required. An invasion of privacy of this nature requires
either the consent of the suspect or warrant granted by a sheriff
after applying a test of fairness.
Once the police have your phone can they do what they
want with it? Well, we are policed by consent and if you
consent to them examining it then yes, they can do what
they want as per their statutory function to investigate
crime. Your smartphone is capable of alerting police to an
Scottish Justice Matters : November 2016
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astonishing amount of personal data but as to how much they
are interested in it will be proportionate to the nature of the
investigation: but that’s hardly reassuring for those who find
themselves at the wrong end of a false allegation.
Smartphones have their own protection against invasions
of privacy - the passcode or lock screen protection. A cursory
internet search suggests that around 30% of users do not have
a lock on their phone. If the police can obtain access to the
phone with a passcode it helps a whole lot but there is however
the Regulation of Investigatory Powers Act 2000 at hand when
a little more persuasion is needed. S.49 requires a person to
disclose the ‘key’ to the protected information having been
given formal notice to do so; failure to do so is an offence that
can attract a two year custodial sentence (or five years where it
relates to matters of national security). This, in my experience, is
a seldom used provision perhaps because it is complicated and
unwieldy for run of the mill cases.
The prevalence of cybercrime and digital evidence has
increased markedly and so obtaining access to a suspect’s
phone is invaluable. The recent crime audit from HM
Inspectorate of Constabulary in Scotland (2016) acknowledged
that criminals are “increasingly exploiting opportunities
from the internet to commit crime” and that Police Scotland
continues to develop its response to “cyber-related offences”.
Activities, legitimate or otherwise, that one can undertake with
a smartphone is ever increasing given that their capabilities
include cameras, diaries, satnavs, address books, notepads all
in one. Each would be of interest to a criminal investigation
if searched for separately, so, to have it all contained in one
device that is most commonly to be found on an accused’s
person removes a lot of the legwork. The focus of police
investigation in to cybercrime and cyber-assisted crime has had
to follow suit.
Once a device has been examined, the prosecution will
receive a report prepared by the Technical Support Unit of the
police which in turn is disclosed to the defence. This report is an
edited highlights summary from the device that the reporting
officer considers relevant to the case. And therein lies the rub.
While I have no doubt that the investigating officer would
be nothing but scrupulous in their consideration of what is
relevant, my clients can be prone to disagree. This is particularly
so when dealing with the all too prevalent domestic allegations
where matters are fraught following messy relationship
breakups and slanging matches are conducted electronically. In
such situations I will instruct my own analysis of the device.
As I work exclusively in cases funded by the Scottish Legal
Aid Board (SLAB), I require the prior authorisation from the
Board to instruct a suitably qualified expert to carry out such
an examination. This will almost always involve the expert
travelling to the location where the device is being stored,
liaise with the police analysts and extract all of the data on
the phone. Mainly, my attention will have been drawn by the
client to things that are missing from the Crown report; to
attempt to retrieve things that have since been deleted or that
may shed perhaps incriminatory actions in a different light.
Wading through a full data dump is a laborious process but can
reveal the odd nugget here and there. However, this raises the
concern that as more cases rely on digital evidence, who has
the time or resources to carry out a thorough examination?
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The recent case of JL and EI v HMA case before the Appeal
Court showed that the complexities raised by smartphones
have not escaped the attention of their Lordships. When two
suspects were taken in to custody in respect of an allegation of
a serious assault, an iPhone 5 was in the possession of one of the
accused. We are told that the detainee gave no consent for the
phone to be examined but that an electronic conversation had
been recovered from the phone which disclosed incriminatory
remarks attributable to both accused.
A detained person is subject to search by virtue of s.14(7)
(b) of the Criminal Procedure (Scotland) Act 1995 which states
that a constable may “exercise the same powers of search
as are available following an arrest” which includes a power
to examine. What that examination may entail depends,
unsurprisingly, on what is to be examined and the information
that it is hoped will be elicited, pretty much carte blanche one
might say. But, consider this; is it the contents of the phone in the
hands of the police that is being examined or is it the contents of
a server located in some data warehouse in California? Alas, that
was not ruled on in this case but the door appears to be open
for a more rounded argument to be pursued in the future. What
the court decided was that the phone is subject to examination
as per the rules of detention. Their Lordships have been able
to arrive at this position as the grounds of appeal and the facts
before the court did not elucidate further on what steps were
taken by the police to gain access to the phone, thus the court
assumed that all that was undertaken was simply switching
the phone on, like one of those 30% unsecured smartphones.
That being so, the appeal court decided the case on basis of the
previous authority (Rollo v HMA) from 1997 where a personal
organiser (a Sharp Memo Master 500 for those who may be
interested) was the smoking gun.
Other jurisdictions have taken a different tack and have
recognised the difference between the static receptacle nature
of a personal organiser and the infinitely more versatile and
fluid capabilities of a smartphone. The US Supreme Court dealt
with a case similar in facts to that above (Riley v California) and
dismissed out of hand any notion of similarity between such
devices stating that it was ”like saying a ride on horseback is
materially indistinguishable from a flight to the moon. Both
are ways of getting from point A to point B, but little else
justifies lumping them together.” The Supreme Court ruled
such situations would require a judicially determined warrant
to overcome the inherent fourth amendment right against
unreasonable searches. It is hoped that clarity can be sought
regarding the Scottish position soon; that may take the right case
with the right set of circumstances for the matter to be revisited.
Given the prominent role of digital evidence these days I would
anticipate that that might not be far away.

David Sinclair is a public defence solicitor:
dsinclair@pdso.org.uk
HMICS (2016) Crime Audit 2016 http://bit.ly/2dc4wLa
JL and EI v HMA [2014] HCJAC 35
Riley v California [2014] 573 US, 17
Rollo v HMA [1997] JC 23
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CYBERSECURITY
AND SMALL BUSINESSES
Mandy Haeburn-Little on the work of the Scottish Business Resilience Centre
IT USED TO BE that the fastest way to kill off any
conversation was to say you were an accountant, but now the
fastest ways to get that glazed expression is to be a cybersecurity consultant trying to persuade a (small) business that
cybercrime represents a real problem.
Given that we are seeing a steep rise in the number of cyber
attacks (ransomware is already breaching 1 in 3 companies)
(Kujawa 2016) and that Scotland ranks as the lowest area of the
UK in actively adopting cyber preventative measures (Taylor
2015), why is the glazed expression so common? What is going
on? Or rather, what is not going on and what should be done
to turn that round? How can we help members of the business
community embrace their responsibility for cyber protection
and give them a degree of confidence that they are doing the
right thing?
Part of the response has been the creation of the Scottish
Business Resilience Centre, a membership organisation for
Small to Medium Enterprises (SMEs) offering advice on various
aspects of doing business in the face of criminal activity. The
SBRC’s cyber program seeks to educate and advise members
on the threat of cybercrime and possible responses.
There can be no doubt that crime has moved online when
in October 2016, for the first time, reported Internet crime
overtook traditional physical crime (Office of National Statistics,
2015). Despite such statistics being readily available, small
businesses often exhibit a head-in-the-sand attitude and there
is a lack of coherent approach within the private sector to the
potential scale of the problem.
Scottish Justice Matters : November 2016

There may be a number of reasons for the threat being
taken lightly. One may be the image of the hackers themselves.
It is hard to think back to when the threat of hackers in hoodies
crept around the corner of our consciousness. A hacker became
a ‘sexy’ thing to be, an unknown, someone with skills that
ordinary mortals do not understand, anti-heroes who have
superpowers without boundaries. The media have struggled
with the morality of hacking: how can hacking be both a good
thing and a bad thing? Those seeking to limit the influence of
world superpowers, global threat actors or malign international
agencies are sometimes portrayed as whistle-blowers and
hacktivists, but when the resulting reality behind the imagery
is of an (archetypical) teenage loner with learning difficulties, a
different and complex picture emerges.
It could be that small businesses look at such imagery and
wonder “What interest would they have in me?” Unfortunately,
this image of the hacker is out-dated. Today’s organised
cybercrimes are often not targeted and are not performed by
humans: they are automated systems that have no concept of
who or what their target might be. They are simply programs
operated by organised gangs of criminals automatically
scanning for vulnerabilities in security. Several cybersecurity
companies have now stepped back from using the term
‘hacker’ because of the mistaken image promoted.
A second reason for the threat being taken lightly might
be the attitude that as it is a technological problem, then
technology will solve it. The nature of cybersecurity however
is such that it is not solely a technological problem, it is
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a human behaviour problem. Appropriate cybersecurity
behaviour requires both knowledge and motivation from an
entire organisation. One weak password or one incidence of
risky behaviour towards malware (“It’s only one hooky movie
download, it can’t hurt”) can completely compromise a whole
organisation.
This brings us to the third possibility: lack of skills,
knowledge and motivation. If you do not know the
consequences of a cyber attack, you are unlikely to be
bothered about it. The skills agenda is so important. I have
recently spoken at a number of events aimed at persuading
girls of school age to aim for careers in the digital area, whether
it be creating a new product, changing the future face of
medicine, controlling cars of the future or being an trailblazer in
design and brand evolution. At one of these events, I was faced
with an audience of girls really keen to be involved. Behind
them sat the teachers from their different schools. My message
to the girls was to challenge their teachers and to ask for more,
to be taught more, to be challenged in what they wanted to
learn. Meanwhile behind the girls, the teachers looked less than
enthusiastic simply because they have not been equipped with
the digital skills.
Scotland has at times been less than nimble to provide
the leadership needed on digital and cyber skills, however in
my view it remains a model for future success. The Scottish
Government launched the Cyber Resilience Strategy for
Scotland in November 2015. Under this banner there exists
a leadership group to deliver the strategy focusing on five
‘pillars’ (or themes): Communications, Public Service, Research,
Business Enablement and Skills. This is a solid foundation that
needs to progress. The UK’s first National Cyber Security Centre
was launched in October 2016 and we look forward to seeing
the substantial offering and support beyond its vision.
In the interim however, business will not wait. The needs
of consumers and business and citizens will continue to grow
as we move to digitalised and automated services, where
everything from accessing your health record to agreeing a
company loan can and will be done without human interaction.
So what is the solution?
One interesting approach to the problem has been adopted
by the SBRC. In a small-scale cross-sectoral project (supported
by law-enforcement and the commercial sector) students,
drawn from Abertay University’s BSc Ethical Hacking course,
have been offered internships. Their role can be summarised as
“educate, assess and advise.” They provide demonstrations of
the kind of capabilities that hackers possess in public/business
facing events. As well as this, they visit SMEs, assessing their
basic cybersecurity (using ASSAM, the Abertay SME Security
Assessment Methodology) and providing clear reports on
shortcomings. This model has now being adopted further
afield in the London Digital Security Centre.
Over the four years the SBRC has been working in
partnership devising new affordable services for business, all of
those students, on graduating, have relocated down South to
work. Why? The perception is still that you have to travel to get
the big roles. Scotland may provide the best possible nursery,
but the opportunity still lies elsewhere. Although the SBRC/
ASSAM approach has been successful, it is limited in scale and a
more comprehensive approach is needed.
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A twofold solution is proposed.
1. A ‘Cyber Hub for Scotland’ should be created working
across sectors with preferred suppliers: a single point of
contact for companies facing cybersecurity problems. This
would support, at the lower level, the business demand for
the growing and excellent cyber business network the SBRC
has. At a higher level it would quickly provide trusted partners
for the most complex of situations; a ‘Tier 1’ of gold suppliers
of more sophisticated ability. Underpinning all of this would
be a triage system for cybersecurity incidents, available to
businesses and citizens, operating 24 hours a day where
advisors (drawn from apprentices, interns and undergraduate
ethical hackers) and smaller technical companies are available
on demand to help direct and ease the burden of lower level
enquiries currently shouldered by law enforcement.
From this model, apprenticeships to the larger
cybersecurity companies can grow and develop. The academic
cybersecurity community in Scotland can offer outstanding
state of the art skills programmes and communities of
knowledge. We can research and develop new and even more
complex responses and solutions. Police, local, national and
international Government would have ready access to all
the analytics that underpin this. Perhaps most importantly,
Scotland could learn from some of the outstanding public/
private/academic partnerships that we have seen flourish
elsewhere from, for example, Israel, Estonia and Norway.
2. We must work much harder on the business community’s
understanding of cybersecurity, creating a commonality
of language. For example, we could make cybersecurity
proficiency a condition for the bank loans that are given for
growth and for public start-up funds that are accessed. Does
your business have the necessary basic understanding of what
you need to do to keep your business, your data and that of
your customers safe? The insurance industry also has a role to
play here by offering simple cyber insurance products only to
those firms that can demonstrate cybersecurity competence.
Scotland is defined by its strong history of innovation.
Universities are producing some genuinely jaw dropping
talent whether it be in digital forensics, cryptography, STEM
research or, closer to home, a quite unique band of ethical
hacking experts from Abertay. Academia across Scotland
is leading the way. We have a growing digital and cyber
community of small and growth businesses and are actively
seeking to attract more of the same. Business must now
choose to act on the threat.

Mandy Haeburn-Little is director of the Scottish
Business Resilience Centre.
Kujawa A (Malwarebytes)(2016) Ransomware doesn’t mean game over.
https://blog.malwarebytes.com/101/2016/11/ransomware-doesnt-meangame-over/
Office of National Statistics (2015) Crime in England and Wales: Year ending
June 2015. https://www.ons.gov.uk/peoplepopulationandcommunity/
crimeandjustice/bulletins/crimeinenglandandwales/2015-10-15/pdf
Taylor P (KPMG/CyberStreetwise) (2015) Small Business Reputation and
Cyber Risk https://assets.kpmg.com/content/dam/kpmg/pdf/2016/02/
small-business-reputation-new.pdf
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THE CHALLENGE TO POLICING
IN INVESTIGATING CYBERCRIME
Eamonn Keane
CYBERCRIME is evolving at an unprecedented scale and
speed. This article details the emerging challenges facing
policing and law enforcement responses.
The interconnectivity between people, machines and
cyberspace is growing exponentially so that many areas of
our lives are organised and undertaken through connected
technology. To improve the effectiveness of cyber security,
there needs to be an unprecedented collaboration towards
a shared goal, between the various members of the ‘family
of policing’, business and civil society; though partnership
policing alone is not a silver bullet solution. Scottish and UK
policing needs to adapt with agility with particular emphasis
on prevention, education and awareness, as well as in the
more traditional tasks of investigation and prosecution.
There are three main forms of cybercrimes:
 cyber-dependent rely on networked information and
communications technology (ICT), largely via the
internet, including malware proliferation, hacking and
ransomware (see http://bbc.in/2fie9bk)
 cyber-enabled are facilitated by ICT-connected
technologies, but are not dependent on them, and
therefore can exist in some non-cyber form, including
large scale acquisitive crime (see http://dailym.
ai/2eODvNi)
 cyber-assisted use networked digital technologies
(such as mapping applications) in the course of criminal
activity which would take place anyway such as
facilitating large scale drug supply.
Globalisation, Scale and Automation
Both the cyber-dependent and cyber-enabled forms
of cybercrime provide criminals with a globalised reach in
a distributed and informational way. There are essentially
three transformational drivers:
 the volume of crimes that can be committed;
 the speed and instantaneousness with which crimes
can be committed and completed, and at which new or
different types of crime can evolve; and
 the distance or scale at which crimes can be committed
including issues around the range of victims, and crimes
which can be committed from a single source or by a
number of perpetrators; the ability to insert or disguise
the criminality as part of legitimate cyber activity; and
the exploitation of jurisdiction and territorial boundaries
in terms of perpetrator, means or mode of delivery and
location of victim.
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The ‘crime scene’ today can be part of ICT platforms with
multiple uses, from social media to confidential financial
transactions. Technology and cyberspace have lowered
the entry costs for mass frauds and eased their penetration
within and across international borders, both in terms of the
scale of this penetration and the speed with which it can be
accomplished.
The internet is particularly attractive to criminals and
organised crime groups. It is globally connected, borderless,
anonymous, fast, low-risk, easily accessible and has high
volumes of rich data including financial data, personal
information, military information and business information.
Cybercrimes have also become more automated, creating
alternative value systems which have become much larger
and more complex with the advent of social media, cryptocurrencies and ‘cloud’ technology, where data is stored on
servers rather than computer hard drives and is accessed by
users remotely, online.
Opportunity
The digital market is not one that is geographically
restricted. As technologies become cheaper and more widely
available, not only will there be an increase in global internet
penetration in general, but new users, new activities and
products will be incorporated into what is now a global online
community, growing the pool of potential victims and potential
criminal actors.
Due to ease of access, users may be unfamiliar with
technologies and are easy targets who inadvertently helping
facilitate criminal activity. Even large, otherwise sophisticated
businesses may be vulnerable in this way, especially if they have
merged component businesses with different ICT platforms.
Cybercrime–as-a-Service and Cryptocurrencies
Technology and the internet have revolutionised types
and forms of service delivery by reputable online suppliers
to legitimate users. Conversely, there is also cybercrime-as-aservice such as malicious software, supporting infrastructure
or stolen personal and financial data, supplied by online
specialists to criminals with no knowledge of computers or
systems, This makes it relatively easy for cybercrime initiates,
lacking experience and technical skills, to launch cyber-attacks
of a scale highly disproportionate to their ability and for a price
disproportionate to the potential damage.
Another development within economic cybercrime is the
growth of virtual market currencies that fall outside normal
financial systems. ‘Cryptocurrencies’ are a means by which
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online users can circumvent the money controls of the state
and, in theory, may be traded anonymously and often for
criminal purposes.
At present there is no legislation in Europe regulating
their use. In July 2014, the European Banking Authority
urged national policymakers to discourage payment
institutions from buying or selling virtual currencies, pending
a regulatory framework. The most popular virtual currency
is Bitcoin, launched in 2009. Bitcoins are stored entirely on
computers, are not backed by any government or central
bank and allow owners to trade and move money from place
to place almost as cheaply as sending email. Bitcoin showed
promise as a low-cost mechanism for e-commerce and
money transfer, but can also be used for criminal purposes.
Organised Crime and Anonymisation
Policing often distinguishes between three types of
organised crime groups:
 traditional organised crime groups that use ICT to
enhance their regular criminal activities;
 organised local and international cybercriminal groups
that operate exclusively online; and
 organised crime groups made up of ideologically and
politically motivated individuals who use ICT to facilitate
their criminal conduct.
Collectively this presents new and significant challenges
to law enforcement, particularly as it attempts to disrupt
and disable complicated networks with horizontal and
interchangeable command structures. The innovation
enabled by the internet allows criminal entrepreneurs to
operate relatively efficiently. There are several technologies
and forums such as the dark and deep web, which that
criminals can exploit in order to anonymise themselves and
facilitate criminal activity.
Lack of data
A key barrier to a better understanding and tackling of
cybercrimes is the lack of reliable data on their frequency
and the nature of their impact on businesses, the national
infrastructure and the general public. These data issues
include
 inconsistencies in the information held by stakeholders;
 lack of data sharing protocols
 confidentiality and anonymity of respondents;
 failure to adopt ‘gold standard’ data collection practices,
linked to underreporting; and
 knowledge and perception of victimisation. This
combines with a failure to report (or decisions not
to report) identified crimes in the first place in some
instances, resultingand therefore results in significant
under-reporting of cybercrime.
As with many public policy issues, there is a tension
between coherence and localism, but the approach is
predominantly a top-down one. This has yet to recognise the
very complex picture of crime patterns and the level of cyber
involvement, the different ways in which individuals and
businesses are affected by different types of all cybercrime,
and under what circumstances.
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The Policing Response and training
The 2011 UK Cyber Security Strategy proposed helping law
enforcement agencies to tighten up their operational response,
and provide support to police forces. In the case of the latter,
the Strategy sought “to drive up wider national capability
on cybercrime, including through shaping the training for
mainstream law enforcement on cyber issues”, and to encourage
all police forces to make use of NCA (National Crime Agency)
cyber-specialists volunteers with specialist cyber-skills or
expertise. Police Scotland’s Specialist Crime Division Cybercrime
Unit is a key partner to the National Cybercrime Unit with the NCA
and the recently established National Cyber Security Centre.
It has been previously argued, however, that the commitment,
performance measures and, particularly, resources have not
followed; nor have they been sufficient to enable proactive
as well as reactive policing, or been devolved to local police
forces to address low-value, high-volume cybercrime. As the
Home Affairs Select Committee (2013: 9) noted: “Ministers have
acknowledged the increasing threat of E-crime but it is clear that
sufficient funding and resources have not been allocated to the
law enforcement responsible for tackling it.”
The ad hoc and uncoordinated nature of such responses
suggests a more coherent, joined-up approach should be taken
to addressing those cybercrimes which appear to pose the
biggest risk to individuals, not only setting in place networks and
partnerships, but also providing the police with a model on which
to base and build their responses.
In conclusion, prevention initiatives need to ‘educate and
encourage’ users to take action to self-protect and make better
informed judgements, while continuing to enjoy the benefits
of the internet. Certainly, imperfect information on the nature,
motivation and geographical location of the perpetrator, as
well as the limited possibilities of prosecution and even more
limited likelihood of recovery of any losses, emphasise proactive
prevention rather than the reactivity of an investigative response.
There is widespread agreement that policing, both in the UK
and around the world, is being challenged by evolving patterns
of crime, especially economic cybercrimes, malware and the
cyber-forensic aspects of police investigations. UK policing
resources are reducing, driven as they are by competing priorities
and agendas in a time of economic stringency. Those initiatives
that are in place in relation to cybercrime are emerging rather
than comprehensive and established.
We need to continue to focus on a full range of efforts to
change the security behaviour of individuals and businesses,
building in more security with minimum effort to the extent
technically and politically possible, and to think clearly about the
limits of policing as well as the range of co-ownership of cyberrelated crime reduction.

Eamonn Keane is Detective Inspector, Cybercrime,
Police Scotland.
Home Affairs Select Committee (2013) http://bit.ly/2eHJ10Khttp://www.
publications.parliament.uk/pa/cm201314/cmselect/cmhaff/70/7004.htm
UK Cyber Security Strategy (2011) www.gov.uk/government/publications/
cyber-security-strategy
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ETHICAL
HACKING
Rory McCune on the Rise and Fall (?) of Penetration Testing
PENETRATION TESTING (a.k.a ethical hacking
or security testing) has been a growth industry for
some time now. From humble beginnings with
small boutique security companies with a handful
of dedicated testers, the UK now has large providers
with several hundred dedicated penetration testing
consultants. However, despite this growth, we are
now seeing companies turning to alternate sources
for finding security bugs in their software and
systems, which may supplement or even supplant
traditional testing approaches.
What is Penetration Testing?
The penetration testing industry is a relatively
young one which has grown up alongside the
Internet and specifically around E-Commerce.
The idea behind penetration testing is to take
a ‘hacker’s eye’ view of a system and attempt to
bypass security controls to gain unauthorised access
to the system. In the early days this largely focused
on attempts to compromise server systems and web
sites, but now there are a huge range of systems
which are subjected to this kind of testing; from
phones and tablets, to “Internet of Things” devices,
to cars. However, regardless of this widening of the
range of devices targeted, the basic approach of
emulating an attacker has stayed fairly constant.
This approach does however have a limitation,
which is that penetration testers can’t actually
emulate attackers, if the attack would be illegal
to complete despite the authorisation of the
system owner. Modern attackers have an array of
techniques at their disposal such as buying “0-day”
exploits for security vulnerabilities that have no fix
from the vendor on “Dark Web” marketplaces; and
targeting associated companies and personal or
home computers of staff members of their targets
directly.
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The growth of Penetration Testing as a service
Initially, the main customers for dedicated security testing
companies were large financial services organisations, together with
some government departments which dealt with sensitive or ‘secret’
information.
Penetration testing was seen as part of the security process for these
high-value systems, with reviews being completed before the system went
live and then annual reviews being completed to test that they were still
sufficiently secure.
This meant that there were a relatively small number of niche
providers in the UK serving this market. Over the last 15 years we have
seen substantial growth in this marketplace. Today the largest penetration
testing company in the UK (NCC Group PLC) has over 250 UK based
dedicated penetration testing consultants, and there are 65 companies
registered to provide penetration testing services in the main industry
body, the Council for Registered Ethical Security Testers (CREST) (www.
crest-approved.org/uk/members/index.html).
Also changed is the variety of companies who make use of penetration
testing services. With the ever-increasing level of use of IT, customers
are no longer restricted to central government and financial services. A
modern security testing company can expect to do business with every
business sector from retail organisations to charities, from start-ups to
major banks.
One of the main drivers for the increasing use of penetration testing
services has been the Payment Card Industry Data Security Standard,
which mandates that companies processing payment card information
have regular security testing. This is a rare piece of regulation where
specific technical measures were required and is one of the few that
specifically insists on penetration testing as a requirement (see: www.
pcisecuritystandards.org/).
The growth in penetration testing has also been driven by a marked
shift in the online threat environment. It is fair to say that there has been a
huge increase in the number of security breaches suffered by companies.
A week rarely passes without us hearing about another breach, and now
‘breach fatigue’ has set in to the degree that only really large breaches,
like the recently announced Yahoo incident (Yahoo 22.9.16) consistently
appear in mainstream media.
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In addition, criminals have been becoming markedly more
advanced in their attacks. Modern ‘cyber criminals’ have shown
evidence of high levels of technical aptitude and the facility
to string together expertise in different areas of information
technology to achieve their goals.
In the face of this changing threat, there have been some
questions raised about whether traditional penetration testing
alone can provide companies with all the assurance that they
need. When security tests are conducted, they are usually
done with a firm scope in mind and a number of days assigned
to complete the assignment. Consultants are careful to avoid
‘off-scope’ testing as there are concerns that this could fall foul
of Computer Misuse Act 1990 clauses relating to unauthorised
access to systems.
Unfortunately, attackers rarely concern themselves with
these kind of limitations and in many cases they are able to take
advantage of this to target peripheral systems which may not
be within the scope of normal penetration testing.
The rise of Bug Bounties
This perceived gap in testing methods has led the rise of
“Bug Bounty” programmes, where companies pay independent
researchers for security vulnerabilities which they find in their
systems. Whilst the concept of bug bounties has been around
since the 1990s it has only been in the last 5-6 years that they
have really taken off, with companies like Google and Facebook
leading the charge.
These programmes partially stemmed from the activities
of ‘white hat’ hackers who would find security vulnerabilities
in third party sites and report them. Unfortunately, these
activities fall into a very grey area of the law as they involve
the researcher probing systems to some degree while looking
for issues. Over the last 15 years this has led to a number of
cases where potentially well intentioned researchers have
been threatened by companies whose products they were
researching, with the intention of restricting access to the
information about discovered vulnerabilities.
Bug bounty programmes formalise the engagement
process between researchers and target companies, which
helps provide comfort to potential bug hunters that they won’t
be sued for their efforts and also lets companies specify what
areas they are, and are not, happy to have tested.
The approach used in bug bounty programmes is markedly
different from traditional testing. There is no vetting of the
people carrying out the work and no contract in place between
the target company and the researcher finding the issue.
Instead, companies rely on a defined scope of what systems
and networks are considered as generally ‘available’ for
exploitation, and additionally, what kinds of issues will trigger
pay-outs.
The amount paid varies extremely widely from company to
company. Many providers only provide recognition of the bug
which has been found and perhaps ‘swag’ consisting of T-shirts
or other branded company merchandise. At the other end of
the scale are companies like Google who recently announced
that they would pay up to $200,000 for successful attacks on
their Android operating system (https://googleprojectzero.
blogspot.co.uk/2016/09/announcing-project-zero-prize.html ).
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With such large quantities of money on offer, it’s
unsurprising that bug bounties have seen substantial takeup. Of course popularity is not without its drawbacks, and
there have been quite a large number of complaints of low
quality submissions and researchers being aggrieved when
told that their submission does not qualify for a suitable payout.
Additionally, the process of administering these
programmes can be quite onerous, and this has led to a rise
of middle-men companies, such as Bugcrowd and Hackerone
who offer help in setting up and running these programmes
for other organizations.
The downfall of Penetration Testing?
This rise of this alternate approach to security has led
some to suggest that it will replace penetration testing.
Obviously, only having to pay for exploitable issues as
opposed to paying regardless of what is found can prima
facie seem attractive, especially to companies with many
systems that need to be reviewed.
However, it is clear that bug bounties have some fairly
serious limitations. The most significant of these is that they
essentially give consent for unvetted individuals to attack
a company’s systems. Whilst this may be acceptable for
Internet facing systems which are open to attack anyway,
most companies would draw the line at either opening up
their internal systems for access or providing credentials
to critical systems to allow for the kind of authenticated
penetration testing that is a common occurrence for many
organizational types.
In addition, administering a bug bounty programme
requires a level of security knowledge internally in assessing
findings, and externally in responding to participants which
are less likely to suit smaller companies.
The future of Penetration Testing
Over the last 15 years, penetration testing has evolved
from being a relatively small niche service to one that is
used by most large organisations in one guise or another.
Looking ahead, it would seem that more growth is inevitable
as companies and the public sector drive more and more of
their operations into the cyber realm and the vulnerabilities
in those services continue to be exploited by varying attacker
groups. Additional approaches to finding security flaws,
like bug bounties, are likely to remain complementary to
penetration testing and both of the approaches will need
to be utilized to their fullest extent if the increasing tide of
security breaches is to be stemmed.

Rory McCune is a managing consultant at NCC
Group PLC and has worked in a variety of IT
and Information Security roles, specialising in
penetration testing and application security.
rory.mccune@nccgroup.trust
Yahoo (22.9.16) yahoo.tumblr.com/post/150781911849/an-importantmessage-about-yahoo-user-security

Scottish Justice Matters : November 2016

CYBERCRIME

ONLINE CHILD
ABUSE AND
EXPLOITATION
Ethel Quayle
THE LAST two years have seen a number of reports
highlighting increasing technology-mediated crimes against
children in Scotland, and more widely across the UK. For
example, the NSPCC report ‘How Safe are our Children’ (Bentley
et al., 2016) indicated that the number of sexual offences
against children continued to rise across Scotland and the UK
and that ChildLine had provided more counselling sessions
about sexual abuse, or online sexual abuse, than any other
abuse-related concerns.
In Scotland, 1,904 indecent image offences were reported
over the last three years and the Joint Thematic Review of
MAPPA in Scotland (2015) indicated that approximately 5,000
sex offenders were being monitored, with a recent rise partly
due to the high number of people being convicted for Internetrelated offences, such as possession of IIOC (indecent images of
children) and grooming. This report also called on the Scottish
Government to develop a strategy to combat ‘sexting’ which
was felt to be putting young people at risk, leaving them
vulnerable to online exploitation but also potentially resulting
in children becoming subject to criminal justice processes. The
HM Inspectorate of Constabulary in Scotland Crime Audit (2016)
positions online sexual harm and fraud as emerging threats,
with 11.4% of sexual incidents audited having a ‘cyber’ element,
a substantial number of which related to children. This may
contribute to harm, but also places an increased burden on the
police, with more children experiencing sexual crime through
commonly used applications on smartphones and tablets.
In Scotland, the most commonly reported online sexual
abuse and exploitation crimes relate to the possession of
IIOC (also known as child exploitation materials and child
pornography), but these crimes also include production and
distribution of images; online grooming of children for sexual
purposes; ‘sexting’; sexual extortion of children (‘sextortion’);
revenge pornography; commercial sexual exploitation of
children; exploitation of children through online prostitution,
and live streaming of sexual abuse. While these crimes pre-date
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the internet, their topology and reach are clearly shaped by
technology, and there is some evidence from longitudinal
studies that they are associated with a range of adverse
social and psychological consequences.
The importance of these crimes, and the resources
needed to manage them, are contested, as existing evidence
suggests that online violence forms a very small part of
violence against children more generally, and that there is
a danger of investing heavily in these crimes at the cost of
other forms of violence. It has been argued that there is little
empirical support for technology significantly increasing
violence against children, or that the use of technology
amplifies the effect of violence, particularly in regards to
victim experience.
However, it is apparent is that technology affords
opportunities to offend, and for adolescents to take sexual
risks, and that engagement with technology impacts on the
individual’s behaviour, mood and ways of thinking. The US
longitudinal NJOV (National Juvenile Online Victimisation)
study, (Walsh et al, 2012) collected data at three time points
(2000, 2006, 2009) on technology-facilitated sexual crimes
against children. Between 2000-2006 arrests increased (2577
to 7010), with 8144 in 2009. Approximately half were for
possession of indecent images of children. Arrests for crimes
where the victim was known to the police (through child
pornography production) increased by approximately 30
per cent between 2000 and 20006, and doubled between
2006 and 2009. This reflected a large increase in offenders
who were known to their victims (described as family and
acquaintance offenders). The increase in arrests for the
production of child sexual abuse materials merits was largely
driven by ‘youth-produced sexual images’ taken by children
17 years or under. In most of these cases the person arrested
was an adult who had solicited images from a minor. There
were also more adolescent victims in 2009. In the UK similar
increases in conviction rates are indicated.
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The volume of offenders (and the likely commission of a
contact offence) has led to the development of specific risk
appraisal tools such as the Kent Internet Risk Assessment Tool
(KIRAT) and the Child Pornography Offender Risk Tool (CPORT:
Seto et al, 2015). The need for both reflects anxieties about the
growing number of offenders convicted for possession of child
abuse images and the challenges faced by law enforcement in
managing these cases, analysing increasingly large collections
of images, and needing to prioritise where resources are
committed. This is also an issue for Scotland where the cost
and time involved in forensic analysis of digital media is
considerable.

even if recidivism rates prove to
be lower than seen in contact sex
offenders, the growth of these crimes
remains a concern and a priority
There are challenges in how risk might best be assessed.
‘Risk Matrix 2000’ and ‘Stable 2007’ are used as standard risk
assessment tools in Scotland and the rest of the UK, but there
has been comparatively little research on their predictive
validity with online sexual offending. The development of
CPORT examined predictors of sexual recidivism in a 5-year
fixed follow-up analysis from Ontario police case files of 266
male adult online offenders. After 5 years 29% committed a
new offence, 11% a new sexual offence and 3% a new contact
sex offence (9% a new Internet related offence). The CPORT had
moderate predictive accuracy (see below) and clearly needs to
be examined with a larger sample.
It has been argued that there are no evidenced-based
protocols to help guide practitioners with the assessment
and treatment of Internet offenders, many of whom would
have been convicted of the possession of indecent images of
children. However, in the UK in 2006 an accredited treatment
programme was developed (iSOTP) and clinical impact was
assessed following completion of pre and post-psychometric
assessments by 264 convicted offenders (Middleton et al, 2009)
and indicated improvements in socio-affective functioning and
a decrease in pro-offending attitudes.
In Scotland, the move has been towards a more integrated
programme for offenders convicted of online sexual offences,
with the development in 2012 of the ‘Good Lives’ approach
to intervention (Harkins et al., 2012), rolled out across Scottish
prisons and Community Programmes. Other UK treatment
developments, such as ‘Inform’ and ‘Inform Plus’, have been
developed by The Lucy Faithful Foundation, and provide a
structured psychoeducation programme for Internet offenders
(www.lucyfaithfull.org.uk) and is also offered in Scotland by
Stop It Now (www.stopitnow.org.uk).
Recidivism rates of Internet offenders are low (when using
conviction data). In Seto et al’s study, (2015) risk factors for
sexual recidivism included antisocial propensities such as
younger offender age, criminal history, conditional release
failure and atypical sexual interests (greater interest in boys
than girls, as reflected in content; admissions/diagnosis of
sexual interest in children).
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However, even if recidivism rates prove to be lower than
seen in contact sex offenders, the growth of these crimes
remains a concern and a priority. There is evidence of the
effectiveness of police activity, particularly pro-active policing
such as Operation Latisse in 2016 where Police Scotland seized
30 million indecent images and charged 77 people. We know
that disruption tactics such as blocking efforts by Google
and Microsoft have resulted in a 67% drop in the past year in
web-based searches for child sexual abuse materials compared
with no blocking activities from Yandex who demonstrated
no commensurate drop (Steel, 2015). Activity over the last 10
years by the US Financial Coalition Against Child Pornography,
involving leading banks, credit card companies, electronic
payment networks, third-party-payments companies, and
Internet services companies, has resulted in more than a
50% drop in the number of commercial child abuse image
websites reported to the U.S. CyberTipline (www.missingkids.
org/cybertipline). Websites offering child abuse images now
frequently direct buyers away from traditional payment
methods such as credit cards.
What is striking in Scotland, as well as internationally, is that
over the last 20 years we have seen a high level of collaboration
between law enforcement, industry, child protection services,
prison and probation services, educational organisations,
families, financial services and civil society, alongside charities,
government and non-government organisations to work
towards preventing and managing online sexual abuse and
exploitation. It is this cross-disciplinary, multi-stakeholder
approach that has been so effective in increasing awareness,
limiting access, reducing content, offering support to those
worried about their thoughts and compulsions and helping
manage those who have committed an offence.

Ethel Quayle is senior lecturer in Clinical Psychology,
University of Edinburgh.

Bentley H et al (2016) How Safe Are Our Children? http://bit.ly/28MWcwN
Harkins L et al (2012) Evaluation of a Community-Based Sex Offender
Treatment Program Using a Good Lives Model Approach. Sexual Abuse: A
Journal of Research and Treatment, 24(6), 519-543.
HMICS (2016) Crime Audit 2016 http://bit.ly/2dc4wLa
HMICS and the Care Inspectorate (2015) Joint Thematic Review of MAPPA in
Scotland http://bit.ly/2dpevLQ
Middleton D et al (2009). Does treatment work with internet sex offenders?
Emerging findings from the Internet Sex Offender Treatment Programme
(i-SOTP). Journal of Sexual Aggression 15:1,5-19
Seto M et al (2015). Predicting Recidivism Among Adult Male Child
Pornography Offenders: Development of the Child Pornography Offender
Risk Tool (CPORT) Law and Human Behavior, 39(4), 416-429.
Steel, C. (2015). Web-based child pornography: The global impact of
deterrence efforts and its consumption on mobile platforms. Child Abuse &
Neglect, 44, 150-158.
Walsh W et al (2012) Methodology report (NJOV3): Prosecution study.
Durham, NH: Crimes against Children Research Center.
See also: National Crime Agency https://www.ceop.police.uk/

Scottish Justice Matters : November 2016

CYBERCRIME

BARRIERS TO A
“CYBERAWARE”
SCOTLAND?

Shane Horgan and Ben Collier
CYBERSECURITY poses particular challenges to policy,
policing and the public. Despite recent shifts in policing and
security strategies, online victimisation is a major and growing
problem for the Scottish criminal justice system. This article
seeks to situate these challenges in the context of historical
changes in criminal justice strategies and to suggest why these
may be less effective in the case of cybercrime.
Through the 1980s and 1990s, state approaches to security
in the UK saw fundamental change, with the increasing retreat
of the state from security provision. Alongside the privatisation
of various policing and security functions, policy moved towards
‘responsibilisation’, a shifting of the onus onto individuals to
seek out their own security solutions from a market of private
providers and multi-agency networks. This included the rise
of ‘situational crime prevention’ responses: better household
locks, CCTV, household alarms, public awareness campaigns,
which claimed to reduce crime while providing a new area of
exploitation for the growing private security industry (Garland,
2001). Similar attempts to ‘responsibilise’ the Scottish public’s
cybersecurity behaviours are not taking hold to the same
extent. The Scottish Household Survey suggests that, while the
majority of respondents took at least some precautions online,
only 31% of Scottish adults regularly changed their online
passwords, 40% backed up important information and 62%
had up-to-date antivirus software, with deprived communities
even less likely to take measures to protect themselves online
(Scottish Government, 2016).
Three key features of cybercrime and cybersecurity in
Scotland contribute to the limited success of cybersecurity
responsibilisation strategies compared to ‘terrestrial’ ones.
First, the landscape of cybersecurity services and knowledge in
Scotland and elsewhere is heavily fragmented. Second, security
is just one of a number of competing agendas in the design and
use of internet-mediated services. Third, barriers to conventional
criminal justice responses to crime challenge preconceptions
about the meaning and experience of victimisation.
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Repairing the Black Mirror; a fractured landscape for
cybersecurity provision
In 2015 the Scottish Government published its first strategy
addressing perceived risks from the ‘online world’, a major aim
being the reduction of victimisation through user education.
Public awareness of cybercrime has increased in recent years,
but the extent to which campaigns like ‘cyberstreetwise’ have
reduced levels of victimisation or increased individual security
is unclear. Although the final report boasts over 2 million
adults using ‘safer online behaviours’ since 2014, there remain
numerous people who are not reached by the messages.
Multi-agency partnerships are a key part of the landscape,
with inter-institutional communication continuing to develop
and expand. However, this is more developed in some areas
than others. The centralised nature of these partnerships in
the UK compared to other developed countries, has allowed
for quicker development of effective information sharing
relationships. However, the inertia of pre-existing professional
networks and a ‘congested landscape’ present obstacles to
less powerful targets, who often lack the social, cultural or
economic capital to enter the conversation (Levy and Williams,
2013).
While bigger businesses generally have in-house experts
or access to the market of expertise, smaller businesses
and individuals may encounter considerable difficulty in
the ‘lemon market’ (Holt et al, 2016) of cybersecurity. In this
asymmetric informational relationship, SMEs and individuals
are disempowered by the confusing array of private and state
providers, security standards and solutions, especially where
risks are hidden or poorly understood. As emphasised by
Loader and colleagues (2015), organisations and individuals
balance security with a competing array of values and interests
(for example, profit, usability, culture), and security benefits
can often seem intangible. The competing agendas that have
emerged in the information economy present barriers to
participation for less empowered individuals and businesses.
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This cannot be easily solved through better networking of the
‘key players’ or message harmonisation: these people need to
be brought into a conversation about security that addresses
their needs and perspectives.
Conflicting agendas; the monetisation of insecurity
The aims of cyber-awareness strategies are ambitious: the
behavioural shifts in question cannot be reduced to minor
adjustments, but rather are attempts to transform a complex
culture around technology that has been developing for
decades. Connected to these strategies is the continuing
privatisation and commodification of policing and security.
Along with the responsibilisation rationale, the incursion of
the private sector into the realm of government and police
has been marked. Furthermore, the interests and agendas of
private sector providers of online services do not always align
with those of crime control and security.
The public are encouraged to share personal information
online, driven by advances in usability that make sharing
increasingly convenient and seamless. The already complex
relationship between usability and security is further
problematised by this shift to ‘surveillance capitalism’ - the
commodification of data to drive advertising and customer
targeting (Zuboff, 2015). Seamless sharing is encouraged
despite the security risk it poses to individuals: similarly, the
public are discouraged from using adblockers despite the fact
that online adverts are potent malware vectors (Sood and
Enbody, 2011).
Quitting social media entirely is not a realistic solution
for many people, and while corporations’ business models
incentivise them to encourage insecure behaviours this
conflict of agendas is likely to remain intractable, undermining
‘responsibilised’ approaches to combating cybercrime.
Discussed elsewhere in this issue in more detail are the
challenges cybercrime presents to policing, so it is enough to
highlight that the mandate of the police is situated in a context
of conflicting and competing agendas. Where priorities are
dictated by seriousness, guided by targets and limited by
resources, the nature of cybercrimes as the public experience
them inevitably leaves them lower on the list of priorities.
Victim perspectives and the problem of “too much
awareness”
Victimisation of internet-mediated crime has undeniable
qualitative differences to conventional victimisation. These
differences pose a number of challenges to responders: victims
may often be unaware that they have been victimised and,
even where this is not the case, it may not be immediately
apparent to whom they should report a crime, with service
providers, banks and the police all potentially playing a role in
reporting and redress. The scale of online victimisation makes it
impossible for police to address individual complaints in a way
the public have come to expect. With few cases successfully
prosecuted, justice is seldom as evident as with conventional
forms of crime, and, in the case of financial crime, courts and
police are no longer the primary providers of redress and
security.
Placing the onus on the individual to seek out security
from a “market” of providers presupposes that businesses
and members of the public respond to crime rationally.
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Models of actors as rational agents may have some utility in
explaining victimisation patterns online, but from a victim’s
perspective, the assumption that education and awarenessraising automatically lead to the adoption of safer behaviours
is problematic. In addition to competing with other social and
cultural pressures, varying degrees of self-efficacy and a ‘lemon
market’ of ‘solutions’, recent research in the United States has
highlighted the possible damage too much ‘awareness’ can
induce. Stanton (et al, 2016) have identified ‘security fatigue’ as
an issue, where frequent risk ‘messages’ leave people feeling
hopeless, incapable or indifferent. Moreover, discourse around
crime online tends to be framed in financial terms. As Garland
(2001) points out, in a consumer society the ‘price of crime’ for
individuals and organisations is easily construed as just another
cost of late-modern living.
Culture of Ctrl+Alt+Del?
Garland (2001) describes responsibilisation as part of a
‘culture of control’ by which the state decentralises governance
of its citizens, exercising power indirectly through a network
of agencies, private services and public bodies. In the case of
cybercrime, the fractured and confusing landscape of providers,
competing agendas and problematic constructions of
victimhood and risk represent barriers to the adoption of secure
online behaviours. As a result, marketised solutions focused on
individual behaviours face several barriers to success, even on
their own terms.
These behaviours are a product of wider economic, social
and cultural relations: the development of a cyber-resilient
Scotland will require a strategy that addresses this complex
landscape. It will need to account for structural and individual
inequalities in a digitally divided society that places heavy
emphasis on the market for its security provision. Moreover,
it will need to harmonise its cybersecurity messages and also
establish a national understanding of what ‘cybercrime’ entails,
opening up the conversation to include those who face barriers
to securing themselves online, including new ways of talking
about these problems which meaningfully speak to how the
public adopt and experience these changing technologies.
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DIGITAL AND
CYBERSECURITY
IN SCOTLAND:
A VIEW FROM EUROPE
Steven Wilson
CYBERSPACE has now been recognised as the fifth
dimension after air, land, sea, space: in 2016, NATO officially
declared it a warfare domain (NATO, 2016). There are very few
areas that do not now have a dependence on cyber in some
form. This will only grow as we move inextricably towards the
‘internet of things’ thereby further blurring the line between
cyberspace and physical reality.
In the 19th century pioneers and visionaries such as Andrew
Carnegie, who drove the industrial revolution, developed
immense wealth and influence. More recently pioneers such
as Jobs, Gates, Zuckerberg and Musk have developed global
empires to rival those industrialists; in some instances these new
empires offer almost exclusively digital services, highlighting
a shift from tangible to intangible property. The significant
challenge is the dominance of North American organisations in
this field and where Europe can develop within this landscape.
This potential is particularly relevant to Scotland, as a country
that was an industrial pioneer in the 19th century.
The European Union currently has a population in excess
of 500m; in 2015 its GDP was 16.8 trillion dollars, only 1 trillion
less than the United States. In the EU 315 million citizens use the
internet every day with 200 million citizens regularly making
purchases online. The EU Digital Single Market strategy has
estimated that a fully digitised economy, if properly developed,
would be worth an additional 415bn euro to the economy,
create hundreds of thousands of new jobs and lead to a vibrant
knowledge based society with greater participation and more
equitable access to knowledge.
However, to unlock this potential there are considerable
challenges: currently 54% of online services used by EU citizens
are US based, 42% are EU national online services with only 4%
of services being across EU borders (European Commission,
2016).
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To fully realise the fourth industrial revolution we need to
break down national barriers as currently only 7% of SMEs sell
cross border in the EU, with 62% of companies doing business
online identifying significant delivery costs as a business
inhibitor. Fast broadband services ( above 30 Mbps) are only
available to 22.5% of the EU and roll out of 4G wireless mobile
telecommunications technology has been slow with only 59% of
the population able to access 4G: this falls to 15% in rural areas.
In addition to having fast and ubiquitous internet access,
the potential to develop an inclusive knowledge based society
is largely dependent on a digitally skilled population; however,
47% of the population currently do not possess the required
skills with estimates that by 2020, 90% of jobs will require some
level of digital proficiency. If not addressed, this skills gap is
likely to drive companies to where they can obtain a qualified
workforce.
Whilst the scale of the challenge should not be
underestimated it also represents a significant opportunity
for countries that are able to develop strategies that are agile
enough to meet the rapidly evolving demands of the digital
economy.
Delivering a digital strategy
Central to the delivery of a digital strategy is a secure
environment in which to operate. This applies on two levels;
firstly technology driven, where products and services are
secured by design. Such design is an important element to
establish a base standard of cybersecurity and allows services
to develop fully and with strong customer confidence. Scotland
has a strong and growing technology sector with start-ups,
particularly in cyber amongst the highest in the UK. The
nurturing and developing of this sector should be seen as a
national priority as it creates a service that can be sold cross
border with significant economic benefit.
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Secondly, and possibly even more impactive, is
the human factor, as, even with the best technology
solutions, digital compromises continue to happen,
through human carelessness, lack of understanding
or, on occasion, malicious intent. Any country seeking
to develop itself as a lead in the digital space needs
to have the most digitally skilled population possible
to maximise benefit to the economy. To achieve this,
education must be the foundation of this strategy.
Scotland for many years enjoyed a world renowned
reputation for its education and indeed Scottish
universities provided models worldwide.
Education and research
In order to capitalise on the potential of the digital
revolution, Scotland needs to focus attention on
providing a secure, safe and resilient online environment
and prioritising education and research with a view to
further stimulating innovation and providing a breeding
ground for entrepreneurial opportunities.
Scotland already has many of the pieces in place
to develop this, with existing and particularly some of
the new Universities challenging norms and accepted
practice, acting as focal points of research and supplying
highly skilled and sought after graduates. However
tertiary education is only part of the picture. Scotland
needs to educate its children at a far earlier age: primary
schools need to develop innovative and interesting
curriculum to teach digital skills in the same way as we
teach basic social skills and personal safety. In secondary
schools we need to invest in computing science teachers
to teach skills to equip our children for a fully digitally
enabled society.
The Scottish government made a commitment
in 2011 to giving children exposure to two additional
languages to equip them for life in a European
environment through the 1+2 strategy. It can be argued
that cyber is the global language of the 21st century
and to fully equip our children for their social and
professional life; we need to make them fluent in this
language.
The benefits from a digitally enabled society are not
just in economic development. For example, first year
students at Kyle Academy in Ayrshire participated in a
12 week cyber security and digital awareness project
which allowed them to use these skills to teach basic
cybersecurity to parents and grandparents: a ‘grassroots’
approach that significantly contributes to increasing
cybersecurity in general as it is often vulnerably
populations such as the elderly that are targeted by
cybercriminals. The positive social benefit of children
educating their parents and grandparents should not be
underestimated. Digitally confident generations in turn
will embrace future technology benefits and speed the
development of the digital economy.
Scotland has other benefits as well; a single police
force that has begun to invest in a digital future has
the ability to work closely with industry and academia
to develop innovative solutions to the significant
challenges faced in the world of cybercrime.
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Scotland has already shown the ability to lead in this area. For
example, projects with Napier University to provide digital forensic
solutions for law enforcement are highly innovative. Abertay University
and Droman Crime Solutions have used Scottish developments in
gaming technology to develop an immersive training environment
for police officers in a virtual platform: this product is marketable
worldwide. In this context, the ability to access significant funding
through Horizon 2020, the biggest EU Research and Innovation
programme, has the potential to bring significant benefits to the
population and economy.

The significant dependence on the SME sector
by the Scottish economy means that it needs to
develop protective bespoke solutions
Scotland has also shown great vision in the creation of the Scottish
Business Resilience Centre and with its strong focus on cyber: it is a
unique entity in Europe. The significant dependence on the SME sector
by the Scottish economy means that it needs to develop protective
bespoke solutions. The provision of cyber security services to this
sector at affordable level is central to the adoption of good cyber
hygiene to make the SME sector more resilient to threats.
Even while investing in better technical security, SMEs are still
subject to threat through a cyber unaware workforce clicking on
links that download malware stealing personal data or ransomware
that encrypts critical files effectively crippling businesses. If Scotland
develops a generation of children who are digitally aware, even if
they have not educated to degree level, businesses will reap this
wider benefit when they become the next generation workforce.
Scotland can develop an economy that is cyber secure by technical
and educational design thereby creating an optimal environment for
economic development and growth.
The threat from cybercrime is global, no longer does someone
need to be in close physical proximity to the victim to commit crime,
national boundaries mean nothing and the difference in international
legislation and the anonymity of the internet can act as an enabler for
cybercriminals (see Keane, page 13). However this global threat is also
the opportunity for agile countries prepared to seize the initiative.
In the digital world many services no longer need to be provided
physically, many cybersecurity services can be provided virtually,
allowing smaller countries to access a global market.
Scotland still has a competitive advantage but it cannot afford to
rest on its laurels. Education, industry and law enforcement sectors
understand their roles but the collective development of the sector
needs to gain greater momentum with prioritisation from government
and improved industry investment to achieve what is possible.
If Scotland does not act quickly then it will miss an opportunity to
regain some of its previously held international reputation as a world
leader in the first industrial revolution.

Steven Wilson is head of the European Cyber Crime Centre
(EC3) of Europol: https://www.europol.europa.eu/ec3
European Commission (2016) https://ec.europa.eu/jrc/en/news/online-services-euboth-local-and-global-us-dominant-supplier
Nato (2016) http://securityaffairs.co/wordpress/48484/cyber-warfare-2/natocyberspace-warfare-domain.html
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A HUMAN RIGHTS
BASED APPROACH TO
COMMUNITY JUSTICE
David Cross
DECISIONS made in the course of supervising
offenders in the community every day, at every level
of practice, impinge on human rights. For example:
 a decision on whether to initiate breach
proceedings against a man subject to a
community payback order with a requirement to
undertake a domestic abuse programme might
directly affect, in different ways, both the man’s
and his partner’s human rights
 how far is it possible to respect a service user’s
right to choice regarding their recovery within
the context of a drug treatment and testing
order?
 does the case management plan for a released
prisoner from a travelling background take
account of disadvantage in relation to housing,
health and employment?
 how can GPS technology be utilised to support
the safe reintegration of high risk offenders into
their communities?
 will new responsibilities given to community
planning partnerships lead to more effective
engagement of communities in the design and
delivery of services?
When the Human Rights Act 1998 was
introduced it was assumed that it would have
a significant impact on practice in relation to
supervising offenders in the community, as it
requires all public bodies to act in accordance with
the European Convention on Human Rights. After
all, community sanctions and measures almost
invariably affect ECHR rights, even though rights
such as Article 8’s right to a private and family
life are qualified, where that is necessary “in the
interests of … public safety …, for the prevention
of disorder or crime, for the protection of health
or morals, or for the protection of the rights and
freedoms of others”.
Yet the impact of human rights legislation
and broader rights commitments on community
justice has been relatively insignificant, despite
the existence of UN and Council of Europe rules
Scottish Justice Matters : November 2016

regarding non-custodial measures, community sanctions and probation.
There are several reasons for this, mostly linked to a view that community
supervision has less impact than imprisonment and so any loss of rights is
relatively insignificant and therefore justifiable (Globokar, 2003).
Another concept used is the ‘zero sum’ calculation, which considers
that any rights applied to a convicted offender infers a loss of rights on
the part of the victim. In reality this is an entirely false equation and there
is no intrinsic relationship between the rights of one person and those
of another. Instead, a commitment to universal human rights promotes
the protection of victim rights and can reduce the likelihood of future
victimisation, and in fact “one of the key strengths of adopting a human
rights framework in criminology is its ability to unify the experiences of
vulnerable groups” (Silvestri and Crowther-Dowey, 2008).
So while it is well established that human rights principles apply to
prisoners, it is necessary to re-state that universal human rights also apply
to those subject to supervision in the community. A human rights based
approach to community supervision is less about the formal protection
of human rights than about the active fulfilment of human rights in its
broadest sense, as a means to support reintegration and desistance from
crime. To see what this might look like in practice we can look at how
human rights based approaches have been applied to public services in
general and specifically to social work.
Social work and human rights
The Scottish Human Rights Commission has developed resources
on a human rights based approach to public services, founded on the
UN’s PANEL principles: participation, accountability, non-discrimination,
empowerment and legality. The SHRC contends that a human rights based
approach:
 provides a legal and objective basis for ensuring a person-centred
approach in practice
 reflects the rights of everyone involved, not only ‘service users’ but also
workers, individuals and groups
 helps to balance rights and risks, ensuring that any restriction
on autonomy be based on law, pursue a ‘legitimate aim’ such as
protecting the rights of others, and be the least restrictive effective
means of achieving that aim
 helps to reinvigorate a public service ethos among staff, reinforcing the
purpose of public service to improve people’s lives.
 helps improve relationships between those who deliver and those who
use public services
 ensures compliance with law and provides a foundation for good
practice in relation to equality, freedom of information and data
protection. (Scottish Human Rights Commission, 2013)
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The Commission has developed several strands of work
across the public sector to put this approach into practice,
such as the Care about Rights training and awareness raising
resources relating to the care and support of older people
(see link below).
The Australian practitioner and academic, Jim Ife, has
developed a human rights based approach to social work (Ife,
2012). His definition encompasses civil, political, economic,
social, cultural and collective rights that are universal,
indivisible, inalienable and inabrogable (that is, cannot be
voluntarily rescinded), taking account of cultural traditions
alternative to the West and offering a critical analysis of
disadvantage.

At a time of increasing interest in the
growth of community supervision
as a global phenomenon, human
rights issues have never been more
pertinent
He argues that social work practice should primarily
be rights based as opposed to needs or justice based.
Crucially he describes needs as ‘contextualised rights’ thus
challenging the idea of professionally defined needs. Rights
should be extended beyond the public sphere into what is
sometimes construed as the private sphere, embracing the
realms of domestic abuse, child protection, older people and
people with disabilities. Ife contrasts traditionally framed
professional social work ethics with a moral commitment
from the profession to human rights, promoting community
participation and ‘user voice’ in which good practice requires
a dialogue between the formal statements of rights and
the concrete experience of communities. He locates human
rights practice within a postmodern and post-structuralist
philosophy: this demands an acceptance of ambiguity,
diversity and uncertainty, and such features create challenges
for the criminal justice system as well as for the concept of
‘evidence-based practice’. The approach “implies a strong
element of empowerment: ideas of enabling people to define
their rights and to act in order to have them realised and
protected are the very essence of empowerment” (Ife 2012,
p73). In my view Ife’s framework can provide a philosophical
basis to intervention in community justice.
Community Justice
While human rights based approaches have been
developed across the public sector and across social work
practice, what makes the approach particularly applicable in
the community justice field is the convergence of common
themes between such an approach and desistance focused
practice. These themes include:
 the value of the individual
 the context of key relationships
 self-determination
 the need to address both human and social capital
 the importance of language that enhances human dignity.
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A human rights based approach contributes a set of
values, a legal foundation and a concept which has currency in
public discourse, to a desistance approach rooted in a strong
evidence base, the experience of offenders and the value of
narrative. An approach incorporating both human rights and
desistance principles can help to balance the legal requirement
for objective fairness, with the rehabilitative requirement to
meet subjective need. The human rights contribution can
underpin desistance practice with an equal focus on the rights
of offenders, their partners and children, victims and potential
victims, and communities.
The evolving organisational changes in the delivery of
the supervision of offenders in the community in Scotland
present an opportunity to embed values and learning within
the institutional arrangements. While the new arrangements,
comprising a national body, Community Justice Scotland, and
changed expectations on local delivery through community
planning partnerships, will present challenges to the
development of an integrated service, it is the government’s
explicit intention to support principles of both rights and
desistance in their establishment (SP Bill 68-PM, paragraphs 5
and 19).
For example, in the drug treatment case mentioned earlier,
a human rights based approach leads to a service that respects
the right to make choices between treatments (e.g. opiate
replacement or detox) and to access community resources (e.g.
housing), while taking account of the impact of these choices
on victims and communities. This should be reflected in case
management planning, compliance measures and dialogue
with the court through the review process. This approach, based
on patients’ rights legislation and the fundamental human right
to housing, supports desistance focused intervention.
At a time of increasing interest in the growth of community
supervision as a global phenomenon, human rights issues have
never been more pertinent. A human rights based approach
to community justice can contribute additional legitimacy
and credibility to effective desistance focused intervention by
reinforcing essential human dignity.

David Cross is a Team Leader with The City of
Edinburgh Council Criminal Justice Social Work
service. The article is based on research undertaken
for the LLM Criminal Justice and Penal Change at the
University of Strathclyde
Globokar, J (2003) Sentenced to Probation: The Compromised Rights of the
Offender University of Illinois at Chicago http://www.uic.edu/depts/cjus/
graduate/Students/Julie%20Globokar%20paper.pdf
Ife, J (2012) Human Rights and Social Work: Towards rights based practice
Cambridge University Press
Scottish Human Rights Commission Care about Rights http://
scottishhumanrights.com/careaboutrights
Scottish Human Rights Commission (2013) Scotland’s National Action Plan
for Human Rights
Silvestri, M and Crowther-Dowey, C (2008) Gender and Crime Sage
SP Bill 68-PM Community Justice (Scotland) Bill [policy memorandum]
Session 4 (2015)
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DOUBTING
THOMAS
THE INSIDE STORY OF A DRAMA OF VIOLENCE AND REDEMPTION
Thomas McCrudden
AS A BOY from a Glasgow housing scheme I found myself
on a stage in the Edinburgh Fringe Festival this year asking
society for forgiveness for my past, and acceptance for the man
I am today.
The beginnings of the play Doubting Thomas came about
through chance. I was supporting a man by the name of David
Maxwell with my work at Positive Prison? Positive Futures.
David had read a story of mine and had passed it on to a friend
of his who was Mark Traynor of Grassmarket Projects. Mark
then contacted me after reading it and we arranged to meet
up in central Glasgow. We spoke about who I was and my role
Positive Prison? Positive Futures and my reasons for being
involved in it, my past and my time in prison.
If I am honest, I was not sure if I could trust them. It was a
while before we met again; still I was going in to this meeting
with doubt in my mind, yes about myself, but also for their
reason for wanting to work with me. Why me? Those thoughts
were dissolved instantly on meeting Jeremy Deller and Mark
again. When Jeremy shook my hand and said ‘I have a working
Scottish Justice Matters : November 2016

title for the play I want to do with you, what do you think of
Doubting Thomas?’ I smiled as I shook his hand, for I knew then
I could trust him to help me tell the story of me and not of my
violent past, as this was one of my family’s nicknames for me
and more importantly it is who I was, and no doubt sometimes
still am.
So began the process of developing the play.
For us to show you, the audience in a theatre setting, of the
struggle and fight I had for the man I was behind the mask, we
started months before the opening night. Jeremy and I spent
hours every week in a room with a camera, and my sins, and
my understanding of them. We both did not truly know where
this would take us. I went back to dark places I had left behind
and buried a long time ago, taking Jeremy with me, as I did with
the audience during the show. We have to – as a society – go to
these dark places so we can learn from them and guide others
out.
This affected me in many ways, my self-doubts resurfaced
and not at least giving my nightmares a new lease of life. My
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family and friends as well as colleagues
were witnesses to this. My realisation of
this came when my friend and colleague
simply said to me I had lost my smile:
which was true, I had. Re-visiting your own
nightmares can weigh you down to say
the least. When we got to the rehearsal
stages, it was hard for me at first to watch
my life be turned in to scenes for a show,
but with Jeremy’s skills as a director and
his understanding of me, he was able to
teach the art of making theatre. Yes, there
was more than one occasion I said ‘no’ to
one thing and he would be saying ‘yes’,
but mostly he was right.
I remember Jeremy saying to me, this
is a gamble and how brave I would have
to be to do the show. I bow to his wisdom
for the opening night of the show was the
most terrifying night in my life. As I had to
face my family with the whole truth about
my past, standing there confessing to my
sins as my mother and father looked on
took all I had. The fear of their rejection
was crippling.

We have to – as a society
– go to these dark places
so we can learn from them
and guide others out
When the show finished and I walked
to the back of the stage and cried in to
the curtain the cast pulled me back to the
front of the stage and to my surprise as
well as my son and my whole family most
of the people in the theatre were crying
with me. That moment of acceptance
will live with me forever. People saw me
from that night onwards as the man I am
today, not for the lost boy I was in the
past and this for me is worth more than
the phenomenal five star reviews and the
award we got for the show. The message
was that lost boys like me can be found
and can be guided to a better path in life
and how society will accept them for who
they are not, for what they have done in
the past: with the knowledge of knowing
that lost boys like me have no control over
the circumstances and situations, as well
as the environment, they find themselves
in.
Even now as I write this, I am smiling
from the great sense of achievement I
have from putting my journey on stage
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and how brave we all were to put our
personal nightmares and failings out
there to be judged by others. Not just
mine: two of the cast in the show I met
inside prison as my role as a mentor for
Positive Prison? Positive Futures, with
two more of the cast having spent time
inside prison as well. So to watch as they
grow with confidence and self-worth as
the show went on was such a privilege
for me as a mentor.
I cannot talk about they play and the
benefits I got from it to help me on my
journey of being a better human being
without mentioning Mark Traynor and
his mother and sister how both helped
raise the money we needed to put the
play on, by going to car boot sales and
organising a race night: and to all the
people who attended the race night
I salute you all, without you I may not
have got to the back of the stage.
The stage - the theatre - the man
who lead me there - Jeremy Deller:
in his own right he is a multi-award
winning director but for me he is the
man who believed in me that I could
without any formal training go stand
on stage and play myself as part of my
journey for acceptance in a world where
I felt no connection for most of my life.
We went back to places in my mind I
had shut out, remembering childhood
memories more clearly, and finding out
more truths than myths about myself.
The biggest struggle had yet to come
living through my sins and nightmares
to create this piece of theatre, believe
me this was not an easy process for both
of us, but in the end he did just that and
not only that Jeremy’s process even
though it was hard it gave me the ability
to dream with no more nightmares, for
now I am truly a lost boy found. So right
now, we are currently working on a play
for next year’s Edinburgh Fringe Festival
with the same cast and crew. We all have
chapters in our life. There are some we
smile about, and others we learn and
grow from. Our new chapter begins.

Thomas McCrudden is a writer,
actor and mentor who was, in his
past, a Glasgow gangland enforcer.
Grassmarket projects Doubting Thomas site:
http://www.grassmarketprojects.com/
projects-1

“Rare, heady stuff, then,
which stands on the
boundary between art and
life, safe consideration and
visceral threat.”
Dominic Cavendish
http://www.telegraph.co.uk/theatre/
what-to-see/the-best-theatre-shows-atthe-edinburgh-international-festival-a/

“ How did a man so addicted
to violence his peers likened
him to a fighting street dog
get to be standing under the
glare of stage lights? Well, as
Thomas suggests, it is more
of a natural progression than
may first meet the eye. For,
in his words, he has been
acting his whole life, putting
on masks and filling roles
“none of which was me!”
Eloise Hendy
http://www.theskinny.co.uk/festivals/
edinburgh-fringe/doubting-thomaslast-man-standing-summerhall

“There is one moment when
Thomas McCrudden recalls
how he first felt empathy
for another human being. If
there is a more spell binding
moment in the entire
Festival this year I would
love to see it. Such profound
insight can only come from
a deep place; long lived
experience, reflection and
the courage to change.”
Paul Laverty
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SCOTTISH SENTENCING COUNCIL:
THE WORK PLAN AND PRIORITIES FOR 2015-2018
Ondine Tennant

THE SCOTTISH SENTENCING COUNCIL was established
to improve consistency in sentencing across Scotland and
promote a better public understanding of the sentencing
process (see March 2016 issue of Scottish Justice Matters). It is
achieving this by preparing guidelines on sentencing for the
courts and developing accessible resources for a wide range
of audiences. The Council has now launched its inaugural
Business Plan in which it announced its selection of the first
sentencing guidelines.
Guideline selection
Its first task was to select its initial guideline topics. By
law, the Council must act on a request to prepare or review
guidelines made by the High Court or the Sheriff Appeal Court,
and must consider any request made by the Scottish Ministers.
However no such requests have yet been received.
In its selection, the Council decided to consider, in
particular, the following:
 public value, particularly where a guideline is expected
to improve awareness or understanding and/or public
confidence and to what extent
 impact, particularly in relation to the volume of offenders,
offences or disposals, and/or the extent to which a
guideline might be expected to promote consistency
 areas of particular difficulty or complexity, for example
because of the nature of the subject matter or the
applicable law
 new legislation or developments in case law requiring a
guideline to be reviewed
 the resources required and available for the preparation of a
guideline
 other relevant factors, for example interaction with other
guidelines.

Changes in sentencing practice can
have significant impact on various
parts of the justice system and
guidelines must be accompanied by
an assessment of the costs and benefits
of their implementation and likely
effects on the criminal justice system
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Business Plan 2015-18
The Plan sets out the Council’s priorities from October
2015 to September 2018, including initial guideline topics and
beginning with a guideline on the general principles and
purposes of sentencing.
Court decisions on appropriate sentences in particular cases
do already exist in Scotland, but the fundamental principles
and purposes which lie at the heart of the sentencing process
have never before been comprehensively defined in a single
document. This overarching guideline will help to explain
to the public the sentencing process in general and what
factors are taken into account by a judge when determining a
sentence. It will also assist the judiciary in making sentencing
decisions.
In tandem, the Council will focus on the more specific
topic of sentencing young people. This is a complex area
for sentencers and the public and there is room to improve
understanding and build confidence. Different legal
frameworks apply when sentencing young people of various
age ranges and there can be difficulties in decision making
because factors particular to younger people, such as maturity,
may not be directly linked to age. Members will also look at
whether further characteristics particular to other types of
offender should be dealt with in the same broad principles
and purposes guideline. This initial work will be invaluable in
helping to develop a template for future guidelines in a format
best suited to Scotland.
This work will be submitted to the High Court for approval
by autumn 2018. In the meantime, the Council will also begin
work on offence-specific guidelines.
Offence-specific guidelines
The first two offence-specific areas will be causing death
by driving and environmental and wildlife offences.
Causing death by driving is a serious matter, often involving
complicated circumstances that can lead to extremely difficult
sentencing decisions. Fatalities can have a huge impact on
families and local communities and sentencing in such cases
can provoke strong emotions. Development of guidelines that
reflect the offence and its consequences appropriately will
be complex and challenging. As well as assisting judges with
sentencing in these cases, the guideline will also help to convey
to the public the reasons underlying the decisions.
Environmental and wildlife issues have particular resonance
in Scotland relevant to our tourism and rural industries and
are of significant importance to our economy. Guidelines on
environmental offences will be particularly helpful in setting
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down an approach to how corporations should be sentenced. The
Council will consider, and hopes to benefit from, previous work
in these areas, such as that of the independent Wildlife Penalties
Review Group that reported in November 2015. It is anticipated
that these offence-specific guidelines will be submitted to the High
Court in 2019.
Meanwhile, the Council will begin research into the sentencing
of sexual offences, especially those involving children, which has
increasingly become an area of public concern in recent years (see
also Quayle on page 17).
The Council recognises that all new guidelines will impact a
range of people and organisations. Views will be sought from
interested groups and their input will be considered.
Members recognise that a wide range of other offences, such as
crimes of violence and house breaking, are of significant concern
to the public and they are committed to addressing these areas.
However, any extension of the presumption against short-term
sentences would need to be taken into account before a guideline
on high volume offences such as these could be prepared.
Guidelines for these offences will therefore be considered for
inclusion in the next Business Plan (2018-21).
Members also anticipate looking at domestic abuse once
the Scottish Parliament has considered the proposed new
offence currently being consulted upon. Another key issue will
be sentence discounting where an offender receives a reduced
sentence for pleading guilty.
This next Business Plan is under development and the Council
very much welcomes views on its content.
Assessing the impacts of guidelines
Changes in sentencing practice can have significant impact
on various parts of the justice system and guidelines must be
accompanied by an assessment of the costs and benefits of their
implementation and likely effects on the criminal justice system. It
will be vital to ensure that these assessments are based on accurate
and relevant information, in order that other organisations are able
to anticipate and prepare for change. It will be helpful to establish
information sharing arrangements, whether in general terms or
in respect of the development of individual guidelines, with other
justice agencies to support this work. Impact assessments will
accompany all guidelines, whether in consultation or final form.
As well as having direct resourcing implications for the criminal
justice system, sentencing has significant impact on offenders and
their families, on victims and their families, on local communities
and on society more generally. Research requires to be carried out
to consider the effects or effectiveness of sentencing in this wider
sense.
Research Committee
One of the first decisions taken by the Council was to consult
widely on all guidelines and allow sufficient time to gather
evidence in a systematic way. It is developing a research framework
to take this forward, while also establishing a consultation
processes for the judiciary, the public and interested groups. To
date, different guideline styles have been tested with members of
the judiciary with a view to establishing the most appropriate style
for the Scottish jurisdiction.
Some of the Council’s work will be conducted internally but it
will also seek to work with others.
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A Research Committee has been tasked with developing
and managing the Council’s research framework, including
assessing tenders, considering speculative proposals and
disseminating research findings to appropriate audiences.
A key strand will be researching sentencing
practice throughout Scotland. To take this forward, the
Committee is keen to hear from interested researchers and
academics who specialise in any aspect of the sentencing
process. Members would like to engage with current
research relevant to sentencing and welcome anyone
publishing results to contact them to highlight their work.
They would also like researchers to contact them with any
ideas they may have for potential projects on sentencing
practice or policy.
Recent engagement with other jurisdictions
An ongoing programme of engagement has included
visits to England and Wales, the Republic of Ireland,
Northern Ireland and a conference on sentencing in
the United States which brought together a range
of representatives from numerous state sentencing
commissions and justice experts. This has enabled
members to build productive links with colleagues
elsewhere and take away valuable information based on
experience.
The Council also benefited from a visit from Lord Justice
Treacy, Chair of the Sentencing Council for England and
Wales, and Professor Arie Freiberg, Chair of Australia’s
sentencing advisory councils in Victoria and Tasmania
who shared their advice on matters such as transparency,
accessibility and technology.
As well as learning from others, it will be essential for
the Council to obtain a comprehensive picture of current
practice in Scotland itself. Members have embarked
on a series of visits and events designed to broaden
understanding of different aspects of the sentencing
process. One of the first visits was to HMYOI Polmont and
HM Prison, Low Moss to find out more about what happens
after offenders receive a custodial sentence. Details of what
was learned can read on the Council’s blog.
Communications Committee
The Council is continuing to build its website as a
comprehensive and accessible resource on sentencing
in Scotland. A Communications Committee has been
established to take public education forward and will work
to raise awareness of how sentences are decided and what
the sentencing process entails.

Ondine Tennant is secretary to the Scottish
Sentencing Council. She is part of the senior
management team of the Scottish Courts and
Tribunals Service and previously had responsibility
for establishing the Scottish Civil Justice Council.
https://www.scottishsentencingcouncil.org.uk/
Scottish Sentencing Council (2016) Business Plan 2015-18
http://bit.ly/2eCL9c5
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TAKING AWAY THE CHAOS
Emily Tweed, Emilia Crighton, Mark Rodgers and Saket Priyadarshi on meeting the
needs of people who inject drugs in public places in Glasgow
outbreaks of serious infectious disease –
such as skin and soft tissue infections and
botulism – have occurred, highlighting
the continued vulnerability of this
population to drug-related harm.
Public injecting is a complex
phenomenon, resulting from the
trade-off between competing needs for
immediacy and privacy. The urgency to
inject immediately after acquiring drugs
(because of withdrawal symptoms and
a fear of being caught by the police or
robbed) is tempered with feelings of
shame, and a wish not to be seen by the
general public. Lack of private space
in which to inject is a key factor, with
many people sleeping rough or living in
hostels, which strictly prohibit drug use
on the premises; public injecting is often
an act of desperation. Public injecting in
Glasgow is known to occur in car parks,

closes, public toilets, and on wastelands.
We estimate that between 400 and
500 individuals may be injecting in public
places in Glasgow on a regular basis.
The majority are male, aged between
30 to 50 years, and of Scottish origin;
most experience the combination of
severe social vulnerabilities referred
to as ‘multiple exclusion’ or ‘severe
and multiple disadvantage’, with
homelessness, housing instability and
imprisonment.
Beyond their complex social needs,
the health needs of people who inject
drugs include addictions care; prevention
and treatment of blood-borne viruses,
such as HIV and hepatitis C; other
injecting-related infections and injuries,
such as abscesses, ulcers, and deep vein
thromboses; and overdose and drugrelated death (Tweed and Rodgers, 2016).

Photo: John Campbell

2015 saw a substantial increase in
new cases of HIV among people who
inject drugs in public places in and
around Glasgow city centre. In total 47
people were diagnosed in just one year,
more than four times the number seen
in previous years (see graph), and new
cases continue to occur. An outbreak
of this kind is uncommon in a city such
as Glasgow, which provides a broad
range of HIV prevention services. The
outbreak investigation is still ongoing
but a number of potential contributors
has been identified, including lack of
awareness of HIV risk among people
who inject drugs, patterns of drug use
(such as group injecting and cocaine
use), and the social circumstances of the
population affected. Though rates of
HIV among people who inject drugs in
other Scottish cities appear stable, other
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New HIV diagnoses in NHS Greater Glasgow and Clyde, 1985-2015.

The act of public injecting adds an additional layer of
risk and complexity: for instance, rushing injections to avoid
detection or interruption increases the risk of overdose and
can disrupt usual hygiene routines for drug preparation.
There are real challenges in meeting the complex
needs of this group, but experience in other countries has
identified a number of effective responses.
Effective responses
Safer injecting facilities are hygienic environments where
illicit drugs, purchased off the premises, can be consumed
under clinical supervision. They aim to reduce injectingrelated harms by providing sterile injecting equipment,
advice on injecting technique, assistance in the event of
an overdose, and links to on-site health and social services.
There are now more than 90 of these facilities worldwide:
the newest opened in Paris in October 2016, whilst the
oldest celebrated its thirtieth birthday this summer. Since
then, a robust evidence base has accumulated to show
that these facilities have positive impacts on the health of
individual users and on the experience of local communities
(EMCDDA, 2016).
Heroin-assisted treatment refers to the prescription of
pharmaceutical-grade heroin by medical professionals for
people with long-term opiate addictions who have not
benefited from existing treatments such as methadone.
Clinical trials have shown that it has benefits for both
individual health and the wider community through
improved retention in treatment, decreased illicit drug use
and reduced criminal activity and incarceration (Strang et
al, 2015). Heroin-assisted treatment provides good value for
money at a societal level, largely due to savings from social
work and criminal justice (Byford et al, 2013).
After reviewing the international evidence base and the
views of local stakeholders, our working group concluded
that the service of greatest potential benefit in Glasgow is
a safer consumption facility and heroin-assisted treatment,
located on the same site. Importantly, a safer consumption
facility would provide for the inhalation as well as the
injection of drugs, in order to improve engagement with
the target population and encourage ‘route transition’ from
injecting heroin to inhaling it, which carries fewer risks. Any
such facility would offer additional on-site ‘wrap-around’
services, such as access to primary care, addictions care,
treatment of HIV and other blood-borne viruses, and social
services such as housing and welfare advice.
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Legal implications
The legal implications of the proposed service configuration
are an important aspect of the implementation work. Heroin is
approved as a medicinal product in the UK and can be prescribed
for the purposes of addiction treatment by licensed specialists.
There is a precedent for similar services, with heroin-assisted
treatment services in operation until recently in London,
Darlington, and Brighton, as part of a large clinical trial (Strang
et al, 2015). Any such service in Glasgow would have to comply
with relevant legislation on controlled drugs, requiring a licence
from the Scottish Government for each individual prescriber and
a licence from the UK Home Office for the storage of controlled
drugs. The recommendation for heroin-assisted treatment
can therefore be progressed within the Scottish and UK legal
framework as it currently stands.
In contrast, the legality of safer consumption facilities is
more complex, and has been a matter of debate in a number of
countries since they were first established in the 1980s (EMCDDA,
2016). The central issue is whether, by allowing the consumption
of illegally obtained drugs on site, they violate international drug
control conventions requiring UN member states to limit the use
of narcotic drugs to medical and scientific purposes only. As a
result, several facilities have been subject to legal challenges and
most countries have had to develop specific legislation or agree
exemptions on enforcement, in order to allow their operation. In
Scotland, this would be likely to take the form of Lord Advocate’s
guidance that permits operation of the facility in the interests
of public health, similar to existing guidance on the provision of
injecting equipment and the opiate antidote naloxone.
In conclusion, people who inject drugs in public places in
Glasgow have multiple health care needs which are inextricably
linked to their adverse social circumstances. The proposed service
configuration reflects the importance of addressing their needs
through evidence-based, person centred approaches and close
cooperation with partner agencies, including criminal justice and
law enforcement.

Dr Emily Tweed, specialty registrar in Public Health,
NHS Greater Glasgow and Clyde
Dr Emilia Crighton, deputy director of Public Health,
NHS GG&C
Mark Rodgers, management trainee, NHS GG&C
Dr Saket Priyadarshi, associate medical director of
Alcohol and Drug Services, NHS GG&C.
Byford S, Barrett B, Metrebian N, et al. (2015) ‘Cost-effectiveness of injectable
opioid treatment v. oral methadone for chronic heroin addiction’ The British
Journal of Psychiatry Nov 2013, 203 (5) 341-349.
European Monitoring Centre for Drugs and Drug Addiction (2016) Drug
consumption rooms: an overview of provision and evidence. http://www.
emcdda.europa.eu/topics/pods/drug-consumption-rooms
Strang J, Groshkova T, Uchtenhagen A, et al. (2015) ‘Heroin on trial: systematic
review and meta-analysis of randomised trials of diamorphine-prescribing as
treatment for refractory heroin addiction’ The British Journal of Psychiatry Jul
2015, 207 (1) 5-14
Tweed E, Rodgers M (2016) ‘Taking Away The Chaos’: the health needs of
people who inject drugs in Glasgow City Centre. Glasgow http://www.nhsggc.
org.uk/your-health/public-health/reports/health-needs-of-drug-injectors/
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THREE HARD-TO-REACH
INDIVIDUALS WALK INTO A
SERVICE PROVIDER’S OFFICE…
Angela Voulgari on reaching the hard to reach.
A YOUNG AFRICAN GIRL is going to
her home country to celebrate ‘becoming
a woman’.
A GAY MALE South Asian teen was
just told he will be marrying his female
cousin in six months’ time.
AN AFRICAN MAN with no recourse
to public funds is threatened with
deportation by his partner.
A TRANSGENDERED Scottish man’s
partner is threatening to reveal his trans
status.
OK that’s four but my point is that
when targeted and sought out, the
number of people in such situations
increases exponentially.
The above cases might sound unusual
in Scotland: they are under-represented
in official statistics and hardly ever
present for support. Do they just form a
percentage of the population so small that
can be considered negligible? Do they just
not require services? Or do they represent
such a niche fraction of the population
that their inclusion in official statistics
would not make a noticeable difference?
Cases like these are not rare. Female
Genital Mutilation, Forced Marriage, male
victims of domestic abuse, relationships
with homophobic and transphobic abuse
are the daily reality for many people in
Scotland today. People affected by Honour
Based Violence (HBV) and atypical victims
of domestic abuse are under-represented
in service access statistics, despite such
issues being prevalent in societies around
the world for centuries and homophobia,
transphobia and racism playing a central
part in political discourse in the months
following Brexit and the recent US
election. So the question remains: why
don’t more people know about this?
All the categories described above are
‘hard to reach’ victims. The reason behind
their lack of representation in service
provision is that they do not often access
support.
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Why are particular categories ‘hard to reach?’
Abuse is particularly difficult to discuss as it encompasses coercive control,
threats of violence, murder, the loss of one’s family and children. For hard-toreach victims of abuse, this is compounded by language difficulties, cross-cultural
misunderstandings, a lack of awareness as to how services operate in Scotland, fear
of deportation, being ‘outed’, no recourse to public funds, community exclusion,
bullying and the threat of ‘honour’ killings.
Being a ‘hard-to-reach’ victim of abuse can trap individuals in cycles of abuse that
feel impossible to break out of. For those who manage to escape, the uphill struggle
is only beginning: leaving an abuser means facing a system they do not understand,
and reaching out to professionals who might not understand their specific needs.
What can be done to support hard to reach victims of abuse?
When reaching out for support could be life-threatening, the onus falls to
services themselves to reach out to those who cannot access them. It is for this
reason that specialist services for BME and LGBT service users bridge the gap
between vulnerable, hard to reach individuals and mainstream services. Services
that focus on particular access needs can provide a highly skilled and specialised
workforce to respond effectively.
Staff from different cultural/religious/ethnic backgrounds can provide language
support to facilitate access to those whose English language competence prevents
them from accessing services. Staff with lived experience of surviving and escaping
abuse within the family, a culture or a relationship act as ‘peer support’ for those who
struggle to take steps towards escaping. The experience of staff who openly identify
as LGBT provides a unique insight into service users’ experience, their psychological
and emotional journeys and can act as an inspirational example for those struggling
with issues of identity and coming out. Migrant staff members have a unique
insight into the traumatic process of migration, relocation and dealing with the UK
immigration system.
Having lived experience, coming from similar backgrounds and sharing journeys
not only promotes equality of access to much needed mainstream services; it also
supports staff commitment to best practice by enabling identification with people
using specialist services and a personal and professional investment in excellent
service performance. There is no doubt that specialist services are very successful in
addressing the specific needs of hard-to-reach service user groups. Such services are
often oversubscribed and themselves underrepresented, but this only proves their
effectiveness and the need for their existence.

Angela Voulgari is Service Team Leader for Bright Choices at Sacro
in Edinburgh. Bright Choices supports individuals, families and
communities affected by Honour Based Violence (HBV), intergenerational
and intercultural conflict.
www.sacro.org.uk/services/criminal-justice/bright-choices

Angela will be co-presenting a public lecture for the Scottish Association for the Study of Offending
entitled: “Hard to reach, easy to ignore: designing and delivering public protection services for less visible
communities”. The lecture takes place on 6 December 2016 at 5.30pm at Edinburgh Sheriff Court,
Chambers Street, Edinburgh. http://www.sastudyoffending.org.uk
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LONGER TERM
PERSPECTIVES
ON WOMEN AND
COMMUNITY JUSTICE
Joan Skinner on why there's still a long way to go
IN 2015 Women for Independence
successfully campaigned with others to
challenge the Scottish Government’s
decision to build a new 500 bed women’s
prison in Greenock. However, although
the plan was cancelled we were aware that
unless there was a fundamental rethink of
non-custodial provision for women and
sufficient pressure for enough money to
fund mainstreamed community alternatives
it was highly likely the inexorable rise in the
imprisonment of women would continue.
We therefore decided to set up the
Justice Watch Campaign, spending time
in Sheriff courts across Scotland to try to
find out for ourselves what is happening
to women in court and why so many end
up in custody. This is in spite of the fact the
proportion of women who present a danger
to themselves or others, a key justification
for imprisonment, is infinitesimally small.
Custody, particularly of women, is not only
a very costly intervention in itself but also
has further long-term financial and social
costs for society as a whole, including
family breakup, possible reception into care
and an increase likelihood of offending in
successive generations.
Along with other WFI members, I
have been observing what is actually
happening in court. I have brought to the
task experience over thirty years ago in
implementing community-based disposals
(community service orders) and in analysing
gender and offending statistics especially in
relation to custody and community based
disposals. Whilst it is much too soon to
comment on our findings I thought it might
be of interest to record my first impressions
of today’s court systems and practice, a sort
of snapshot of how, to me, things may have
changed since the 1980s.
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What I witnessed during seven
mornings spent in court was a
tedious number of many unresolved
cases due to defendant or witness
nonappearances, cases not ready
by PF or defence agents, evidence
items not available, problems with
recordings and worryingly poor
acoustics. At times it made me even
think of an earlier Jarndyce v Jarndyce
era, an interminable, confused, costly
and extremely overloaded process
that seemed to be creaking at the
seams.
Of course some of these
problems were familiar to me and
clearly some are unavoidable, but I
couldn’t help shake off the feeling
they were not nearly as pronounced
thirty years ago when perhaps things
were run as a tighter ship. Initially
I wondered if I was the only one
feeling this but when I talked to
some of the police and court staff
they often seemed to share my
sense of frustration and confusion,
although clearly doing their very
best to be helpful to the public.
What were my other impressions?
Many of the women defendants
I spoke to had limited experience
of the court, several were alone and
most felt very anxious. For some it
was their first appearance. However,
the majority of the women present in
the court were there to support sons,
grandsons or male partners.
As regards disposals in general
there seemed to be a more limited
use of fines than before. If so, this
is an understandable and welcome
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development recognising that for many people
living on very limited means fines are fairly
punitive and unrealistic. However, this raises
other concerns.
I gained the impression there appears
to have been a significant rise in the use of
community-based disposals. This would be
very welcome if there had been at the same
time a significant drop in custodial sentencing
but sadly this is not reflected in the statistics.
What appears to be happening is that more
people are being drawn into earlier supervisory
intervention, in other words, ‘down tariffing’.
Past research has shown that earlier supervisory
intervention results in a quicker progression
up the tariff at subsequent appearances. Early
community-based disposals therefore, while
made with the best possible intentions, may
carry inherent dangers.
Also some community-based disposals can
be fairly onerous in terms of time and what
requirements demand of the offender. For
women, community-based disposals can be
disproportionately demanding due to their
many caring responsibilities. The amount of ‘free
time’ they have to carry out such disposals is
usually less than for men and their availability is
less predictable. This was a problem highlighted
in our 1980’s interviews with women and one
can only speculate that this may have become
more problematic, since more women are now
juggling the responsibilities of fulltime paid
work with very demanding caring roles.
I do get the impression, thirty years on, that
many of the sheriffs in Edinburgh are more
involved and concerned about arriving at the
best possible disposals which, in turn, are more
social work and community orientated than in
the past. However, the current limited scope
and availability of the range of non-custodial
disposals appear to severely limit their options.
I now get the strong sense we lack here in
Scotland the kind of complete commitment and
comprehensive approach needed to successfully
support people to turn their lives around and
end the cycle of offending and custody. We
need a fresh approach and we could start by
building on what we do best and by learning
from the practices and policies of other
countries that have had the courage to develop
well funded, progressive justice systems.

Joan Skinner was a social worker
working for 29 years in community
projects and latterly in criminal justice.
WFI Justice Watch https://www.facebook.com/
WFIJusticeWatch/
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Maggie Mellon, also of WFI Justice Watch (and on the Editorial Board of the
SJM) has filed a series of blogs on scottishjusticematters.com/sjm-blog/.
Here is an extract that expands on some of the points made in this article.

FINES AND POVERTY
This week my visit to the court did allow me to witness an actual
sentence. The woman who was sentenced had pled guilty to a charge of
theft of an item or items of a value given at £140 approximately. There had
been full recovery: in other words she got caught leaving the store and the
goods were recovered in full and intact. Her defence solicitor explained
that she had a long standing substance abuse problem and that previous
offences were all related to that. However, apart from two matters dealt
with by fiscal fine and without a court case, she had not been in trouble
for a number of years. He explained that at the time of the theft her
prescription had been stopped and she had therefore tried to steal in
order to pay for drugs. He went on to tell the sheriff that she had an 18
month old child and an 18 year old son and both were dependent on her,
the baby entirely. This meant that she could not undertake a community
payback order of unpaid work as she had no one to care for baby. He said
that she did not enjoy good health. The family relied on benefits of £300 or
so per week, which was to pay for rent, council tax, food, fuel, and all other
expenses. He said that she could afford to pay a fine at £10 per week.
The sheriff considered the matter and concluded that he would fine
her £300 to be repaid at £10 per week. He remarked to her that she should
reflect that a fine of this level represented twice the value of the goods
that she had tried to steal and that ‘it was not worth it’. I wondered how
she would go about finding the £10 per week without going into debt with
rent, or doing without food or whatever. This woman was fined, which
will penalise the whole family including a small child, because she is a
mother with children and is not free to work. So in this way, a whole family
already in poverty suffers more poverty. Their domestic circumstances will
get worse. If the fine is not paid, the penalty may well be imprisonment.
So why are there not other non-custodial and possibly rehabilitative or
restorative sentences for mothers and other people with full time caring
responsibilities?
[. . .] I understand that while there is an expansion of non-custodial
sentences, there has been no corresponding reduction in adult prison
numbers either on remand or on sentence. So what is happening it seems
is that more people, men and women, are being dragged into the criminal
justice system. And many of these are for relationship based incidents,
often not violent or not causing any injury. This includes many young
people, many young women. Is expanding the use of the criminal justice
system the best way to ensure that everyone respects each other, learns
how to deal with conflict, stress, unreasonable behaviour or demands?

From: http://scottishjusticematters.com/justice-watchedinburgh-week-5/
See also: Community Justice for Women in Scotland
“Community Justice for Women in Scotland is a forum to highlight
some of the key issues facing women in the justice system. The aim of this
site is to bring together everyone with an interest in improving the lives of
women looking to address offending and provide resources and links to
organisations that share these values. [. . .] It is administered by Scotland’s
eight Community Justice Authorities and Turning Point Scotland.
http://www.cjwomenscot.co.uk/
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BOOK REVIEW
The Corporate Criminal: Why Corporations Must Be Abolished.
Steve Tombs and David Whyte (2015). Routledge

Reviewed by Hazel Croall
FROM GLOBAL corporate tax
evasion to the exploitation of workers, it
is now widely accepted that the harms
associated with corporate activities
dwarf those associated with so called
conventional crime. Here, in Scotland, we
have seen our major banks implicated
in financial scandals, our environment
threatened by industrial pollution, and
workers and the public killed in a spate
of avoidable ‘accidents’ such as Piper
Alpha (Croall 2016). Little of this has
however resulted in the prosecution and
punishment of those responsible, and
Tombs and Whyte argue that corporations
are taken for granted and their crimes
‘normalised’.
In this short book for Routledge’s
‘Key Ideas in Criminology’ series, which
aims to provide authoritative essays on
major themes and debates, the authors,
both of whom have extensively written
on, researched and campaigned about
the topic, admirably chart a relatively
clear course through the complex morass
of theories and arguments concerning
the ‘criminality’ of corporate harms and
issues of regulation. Their main argument
is that the corporation, as it emerged, is
fundamentally criminogenic, amoral and
socially irresponsible. Limited liability
limits individual responsibility and
the creation of the corporate ‘person’
conversely dehumanises decisions as
individuals can hide behind the ‘corporate
veil’. Managers and shareholders
are distanced geographically and
psychologically from the harmful
consequences of decisions taken in
boardrooms, often dictated by financial
considerations. This is exacerbated by the
massive size of corporations and the use
of subcontractors. Criminal law, based
inherently on the notion of individual
responsibility, has always had difficulty
capturing the ‘guilty’ party.
Corporations are subject to regulation
and the state, which often facilitates
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corporate harms, seeks to balance the
need for social protection and to prevent
the corporate economy self-destructing
against the corporate desire to maximise
profits. The authors navigate through
the plethora of debates surrounding the
origins and effectiveness of regulation
from arguments that the market will
regulate itself, to ‘compliance’ theories
which, based on the assumption that
corporations are fundamentally willing
to comply, offer a range of approaches
from persuasion and negotiation for
the majority through to prosecution of
the minority. Others stress the social
responsibility of corporations although
ultimately harmful activities are bad for
business: therefore, social responsibility
may assist profitability. For many years
forms of de-regulation have been
justified according to the need to avoid
‘burdensome’ ‘red tape’. While new
forms of regulation have emerged
such as the Corporate Manslaughter
and Corporate Homicide Act of 2007
(CMCHA) and financial controls in the
wake of scandal and crisis these are
often seen as ineffective due to failures
in drafting and implementation or as
merely symbolic.
In summary, argue Tombs and Whyte,
corporations are essentially destructive
and their sole raison d’etre is the
accumulation and maximisation of profit.
Harm and crime are inevitable and their
reduction requires that the corporate
form itself must be abolished. This
raises obvious questions about how this
might be achieved and, as the authors
themselves ask, whether such an aim is
‘wildly utopian’. Despite its limitations,
regulatory reform, they argue, is worth
pursuing particularly transformative
reforms. These might for example
challenge the ability of individuals
to hide behind the corporate veil by
holding individual directors to account
as discussed in reforms of the CMCHA, or

by enabling so called equity fines which
directly target profits (discussed recently
in the Scottish Parliament).
Furthermore, damaging corporate
activities are challenged and resisted
daily by workers and the public. It might
readily be argued however that such
‘pragmatic idealism’ produces reforms
which despite the furore about corporate
scandals such as Sports Direct or BHS,
do little more than chip away at the
edifice of corporate power. More radical
reforms are undoubtedly required. To
the authors, a form of utopianism, in
the shape of a radical imagining of a
future without corporations is necessary.
Corporations were constructed, and
can therefore be modified. While there
could perhaps have been a greater
discussion of other ‘pragmatic’ and
possibly achievable yet radical reforms,
this is a readable, accessible and
thought provoking treatment of a highly
significant topic for our contemporary
economy and society.

Hazel Croall is emeritus professor
of criminology at Glasgow
Caledonian University and
consulting editor of Scottish Justice
Matters.
Croall H (2016) ‘Crimes of the Powerful in
Scotland’ in Croall H, Mooney G and Munro
M (eds) Crime Justice and Society in Scotland
Routledge
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DIMENSIONS
OF CYBERCRIME
Hazel Croall interviews
David Wall,
professor of criminology
at the University of Leeds
PROFESSOR DAVID WALL has written about and
researched cybercrime for over two decades and has
been involved in, for example, a Ministerial Working
Group on Horizon Planning 2020-25, a Home Office
Cybercrime Working Group and a Digital Crime and
Policing Working Group for HMIC. He is currently
conducting major funded research into Cybercrime
and Cyber security and Policing Cybercrime in the
Cloud. I recently contacted David and asked him a
number of questions about the nature and policing of
cybercrime.
He began by referring to one of his most recent
articles which introduces a range of relevant issues, in
particular the complex question of what ‘cybercrime’
is (Wall, forthcoming). It is, he explains, linked to the
‘imaginary’ notion of ‘cyberspace’ created by the
‘intersection of digital and network technologies
and culturally shaped by social science fiction’. While
potentially confusing the term is, he argues, here to
stay being ‘culturally embedded in common parlance’.
Cybercrime is enabled by the same technologies that
create cyberspace, which have transformed crime
by making it ‘global, informational and distributed’.
‘True’ cybercrime can be identified by its dependency
on digital and networked technologies (the internet).
Thus ‘cyber-dependent’ crimes, such as DDoS attacks,
spamming, or piracy, would disappear if the internet
is taken away. In contrast, in ‘cyber-assisted’ crimes,
perpetrators use the internet to assist a crime that
would still have taken place: a murderer for example,
might use the web to find out ‘how to kill someone’.
A range of hybrid ‘cyber-enabled’ crimes lies in
between, including fraud and deception, existing
crimes given a global reach by the internet, such as
pyramid selling scheme scams.
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HC: David, you have been writing about and
researching cybercrime more or less since it emerged
as a ‘new’ form of crime. What drew you to its study?
DW: We had some University computers stolen in the early 1990s and
when the police came to investigate the theft I was curious that they
were not interested in the contents of the computers. The value of the
research they contained was over 20 times what the computers were
worth. That got me interested and then I was struck by the cybercrime
apocalypse predictions, yet, where were the crimes? I also found that
the main server was in a public place and could have been completely
disabled by a few squirts of JIF lemon. This stimulated my curiosity and
my interest grew from there.
HC: What main changes have you seen in respect of the
kinds of crime that are covered in the category?
DW: They have more or less stayed the same types; crimes against
the machine (hacks etc.); crimes using the machine (frauds etc.);
crimes in the machine (extreme imagery, hate crime and so on), but
modern variations on a theme develop. Some, such as data theft have
suddenly become a big issue because of increases in computing power
through Cloud technology and the commercial and political sensitivity
around it. The hack will always be a hack, but will be bigger and more
sophisticated. Advanced fee frauds will develop in different ways, today
as dating or Lottery scams. What is classed as illicit imagery will always
continually change and we now have much more social media fuelled
crime now than in the past.
HC: The means of controlling it?
DW: The police provision in the UK and EU still has a very long way to
go, but has also come a heck of a long way in developing the capacity
to deal with many types of cybercrime since the 1990s, especially from
a technical point of view. The next step is to develop more awareness of
how to deal with the social side of cybercrime victimisation.
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HC: What are the main threats which it poses for
us as individuals?
DW: The threats are basically three fold. They are carried
out against our personal information (stealing it), against our
pockets (financial crime), and against our reputations (personal
and financial). The things that happen online can have very real
consequences for the individuals involved.
HC: For security?
DW: . . . there are many risks that could potentially happen
and threats in circulation that might attack us. In fact only a
few of these actually harm us because people are surprisingly
quite risk averse and the security software can also help
prevent victimisation. The problem is that when some victims
fall for scams the impact can be devastating. The cognitively
impaired and younger sections of the community are especially
vulnerable to hacks, scams and social media crime. This is
where the police, corporate security and other agencies need
to come in to help and protect.
HC: For businesses?
DW: The main problem for business is financial and
reputational attacks, though espionage and market positioning
skulduggery is also a problem. As businesses have moved
online then so has the threat to them. Furthermore, many
new businesses have emerged that are global, informational
and distributed and they are also prone to attack. The key is
to be prepared, both technologically but also against social
engineering (deception). Small and medium businesses are
exceptionally prone to cyber-victimisation, especially when
they combine personal and business accounts.
HC: Could you tell us something about who
commits different kinds of cybercrime and why?
DW: The combination of networked and digital technology
means that crooks (one crook) can control a complete criminal
process by themselves. Why commit a risky £50m bank robbery
with high costs up front and a large team of people with
specialist skills when you can commit 50M X £1 low risk thefts
by yourself from the comfort of your own home?
HC: What is the involvement of organised crime?
DW: The logic of traditional organised crime groups (OCG)
does not fit cybercrime. Online and offline criminals appear to
be different groups of people. Traditional OCG involvement
is expected by the sensational story seeking media, but the
evidence suggests that there is some extension by traditional
OCGs to existing areas of activity such as gambling, but little
further. Cybercriminals are organised in very different and
distributed ways and the online OCGs are much smaller in size.
HC: Are there white collar cyber criminals?
DW: This is a very good question. I feel that the digital and
networked technologies democratise financial crimes that were
once the crimes of the powerful, everyone can commit them
now. But yes …
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HC: Corporate cybercriminals?
DW: I am sure that there are corporate cybercriminals,
especially with regard to economic espionage and disruptive
hacking activities and reputational damage campaigns
committed by one corporate organisation against another
to gain market advantage. I also suspect that there is also a
lot of nation state activity going on to destabilise economies
and sectors within. They are often hard to identify as they are
stealthy.
HC: Could you briefly outline some of the major
challenges which cybercrimes currently pose for
law enforcement and prosecution?
DW: Basically ‘true’ or cyber-dependent cybercrimes tend to
be small impact bulk victimisations. They tend to be significant
in their aggregate. Individually they are de minimis (too small to
prosecute in the public interest) and can only be prosecuted if
the offender can be located. There are also jurisdictional issues
where the crooks live in a different country to the victims and
there is not an extradition treaty.
HC: As it’s a rapidly developing area, what do
you foresee as major future threats?
DW: There are three major threats that could impact in
five years and a couple of force multipliers. First are mesh
application technologies which join our various devices and
transmit communication signals across them. In theory, you
would only need one person in a room to be connected to
the internet and everyone else in the room connected to that
device via the mesh application would hitch an information
lift and get information to their devices. Second, are selfdeleting communication technologies which leave no trace.
Third are crypto-currencies. At the moment we have Bitcoin,
but totally anonymous cryptocurrencies are being designed
which allow value to be exchanged anonymously. On top of
these developments there is the rise of cloud technologies
which makes computing power cheaper and more powerful,
and the internet of things which increases the scope and range
of devices that can be connected. Basically the future is one
of new criminal opportunities that are harder to detect and
investigate and which will be larger and more voluminous and
find criminal opportunity in every crevice of one’s personal life.
Cybercrime is not going to go away as there is no silver bullet
and the internet cannot be switched off. All that can be done is
to keep on top of developments, design out some weaknesses
and mitigate issues as they arise.

David Wall is professor of criminology at the
University of Leeds
Hazel Croall is emeritus professor of criminology at
Glasgow Caledonian University and consulting editor
of Scottish Justice Matters.
Wall D S (2007) Cybercrime: The transformation of crime in the information
age Cambridge: Polity.
Wall D S (forthcoming) ‘Understanding Cybercrime’ entry in R.D. Morgan
(ed) The SAGE Encyclopaedia of Criminal Psychology
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A DAY IN THE LIFE

A DAY IN THE LIFE OF …

A PRISON VISITS
VOLUNTEER DRIVER
Donald Dickie
FOR MANY YEARS Sacro has provided transport for
families visiting their relatives in prisons across Scotland and
the State Hospital at Carstairs. I am one of seven volunteer
drivers for Sacro Edinburgh’s Travel Service. During 2015-2016
we drove 24,000 miles on 250 journeys using our own cars.
One quarter of our 415 passengers were children. The service
is made possible by funding from the City of Edinburgh
Council and by the Scottish Prison Service through the Assisted
PrisonVisits Unit (APVU).
There are several good reasons for providing this service.
Some argue convincingly that maintaining family contacts
makes it more likely that the prisoner will desist from offending
on release. For others the key issue is that the families of
offenders are themselves victims of the offenders and also of a
criminal justice system that penalises the families of prisoners,
especially women, children and those on low incomes. Few
would dispute that family members must experience emotional
and relationship difficulties resulting from the separation, and
housing and financial problems are very common. Difficulties
in getting to visit is one more problem to face, especially if you
are older, not well or have small children in tow and the prison
is far way or difficult to reach by public transport.
I started driving for Sacro nearly nine years ago and find
it rewarding. I like travelling, driving and meeting people
who usually have had very different life experiences from me.
The passengers vary greatly but 99% warmly express their
appreciation of the service so I know I am doing something
useful in my retirement.
My passengers have included a woman with severe anxiety
problems visiting her son in Glenochil, a mother visiting her son
for many years in Carstairs, a teenage lad visiting his lifer father
in Shotts, and a mother of three children taking them to see
their father in Kilmarnock. Other passengers include a young
man visiting his brother in Carstairs and a disabled woman
travelling to Greenock. A guide dog has also been a regular
visitor and a popular passenger! We also go to Addiewell,
Polmont, Low Moss and Barlinnie.
The Service Co-ordinator receives telephone referrals from
agencies such as Families Outside and from family members
who have learned about the service through prison staff, other
visitors or posters in prison waiting rooms. The co-ordinator
checks driver availability and, as far as possible, finds a driver
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not too far from the passenger pick up point. I live near the
centre of Edinburgh so most of my passengers come from
the east and south of the city and from East Lothian. The coordinator also arranges fare payment with the APVU so that
the passenger does not have to pay in cash up front before the
journey.

Few would dispute that family
members must experience emotional
and relationship difficulties resulting
from the separation
With new passengers the co-ordinator and driver take care
to make sure the travel arrangements match the passenger
needs: pick up time, journey time, child seats when needed, and
the preferred arrival time. Prisons differ in their expectations
about when families should arrive for the visit as do the families.
Some want to get there well in advance to book in items for
the prisoner and settle themselves while others want to restrict
their time in the prison to the minimum.
I drive four or five times per month (some drivers do much
more) and a typical driving day lasts about five hours including
travel to and from my home and the duration of the visit. When
the visitors are in the prison I usually find a nearby cafe and read
newspapers or a book.
I get to know some passengers very well if their family
member is doing a longish sentence and I think they like their
driver to be a familiar face. Many share details about themselves
and their family and my role is simply to listen. It is not a formal
support role but I believe that for some a sympathetic and
non-judgemental listening ear is welcomed. I hear about many
of the issues they face and never cease to be impressed by the
commitment and love for their partners, sons and grandsons.
Their resilience can be inspiring.
I know that Sacro and Families Outside would like to see this
type of service available across Scotland. I very much hope they
can make this happen.

Donald Dickie, now retired, has been a children’s panel
reporter, criminal justice social worker/manager and a
member of the Parole Board for Scotland.
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THERE APPEARS TO BE A POLITICAL
CONSENSUS IN SCOTLAND ON THE
NEED TO REDUCE PRISONER NUMBERS:
WHAT STEPS NEED TO BE
TAKEN TO ACHIEVE THIS?
Michael Matheson MSP,
Cabinet Secretary for Justice
SCOTLAND’S imprisonment rate, the
second highest in Western Europe, is
far too high and I am committed to
reducing the number of people we hold
in custody.
Prison will always be needed for
those who commit the most serious
crimes, or who pose a serious risk to public
safety. However, extensive research shows that short-term
spells in prison are not an effective way to reduce reoffending
and so ultimately do not make our communities safer.
It is critical that we address the underlying factors that
influence people to commit crimes, and to reoffend after
release. Without that, we cannot make an effective impact on
reducing Scotland’s prison population.
Encouraging greater use of community sentences have
helped drive down Scotland’s reoffending rate to a 17-year
low. This is not soft justice, but smart justice: an approach
that better addresses the underlying causes of a person’s
offending and causes less disruption to families and facilitates
access to housing, employment, healthcare and other
support.
We also recognise the need for the appropriate use of
remand. We are running improvement projects in three
courts, testing ways to reduce the use of remand, for example,
by making greater use of supervised bail options.
We are also trialling an innovative ‘problem-solving
approach’ in Aberdeen, while investing a further £4 million in
community payback orders across the country to strengthen
the use of robust community sentences.
In October I announced that we will significantly expand
of the availability of electronic monitoring, including
introducing GPS tracking, to provider greater options away
from custody.
By making concerted and collaborative efforts to reduce
crime and victimisation, to stop people going to prison in
the first place, and to ensure there is access to rehabilitative
support for those leaving custody, I believe we can achieve
our ambition to make Scotland a safer, fairer and more
prosperous country for all our communities.
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Douglas Ross MSP, Scottish Conservative Party
SCOTTISH Conservatives have repeatedly
cautioned against emptying Scotland’s
prisons to hit arbitrary targets. We’ve
argued that this approach puts in
jeopardy an effective justice system which
has the public’s confidence and protects
the public’s safety. Criminals who have
committed serious offences shouldn’t get
off lightly because a presumption against imprisonment of a
certain length is in place: this is an affront to victims and risks
giving the green light to further offending.
But we also recognise that, in some circumstances,
community-based sentences offer a viable alternative to
imprisonment. The problem is that these aren’t being properly
managed and enforced by the Scottish Government, with
figures for 2014-15 showing that almost a third of Community
Payback Orders were breached. Worse, it recently emerged that
rapists and child sex offenders have been given community
sentences with punishments such as litter-picking, painting
and decorating and snow-clearing. We’re concerned that this
approach risks bringing an effective disposal into disrepute
and have called on the Scottish Government to conduct a fresh
review of sentencing guidelines.
We have also pressed the Scottish Government to improve
rehabilitation in prisons to help improve the stagnating
reoffending rate in Scotland. We need to ask why prison
rehabilitation is not working effectively and identify ways to
improve it. In doing so we can help to end the revolving door
some people find themselves in; ending up back in prison
shortly after being released. Scottish Conservatives have
repeatedly called for more purposeful activity to be provided
for prisoners, which is woefully inadequate across many
parts of the prison estate. This will help inmates to positively
contribute to society both personally and professionally upon
their release, making it less likely they will go on to reoffend in
future.
So while there is consensus to reduce prisoner numbers the
way to achieve this is not straightforward. A balance needs to
be struck between public safety, punishment, deterrence and
rehabilitation. Without this, faith in the justice system could be
seriously undermined.
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Claire Baker MSP,
Scottish Labour Party
SCOTLAND has
one of the highest
per capita prison
populations in
Europe, including
a significantly high
number of people
locked up on remand.
Yet it does not follow that Scotland is a
significantly more dangerous or more
violent country than our neighbours.
It is right that serious crimes result
in a prison sentence but we must also
ensure that there are credible and robust
alternatives to prison that reduce our
prison population while still keeping our
communities safe.
Greater use of electronic tagging,
community payback orders and raising
the presumption against short sentences
are all viable options in achieving this,
but they alone are not the solution.
Ultimately the decision about whether
someone receives a custodial sentence
rests with the courts and I hear concerns
about weaknesses in community options.
Therefore, the role of Parliament
in reducing prison numbers must go
beyond introducing legislation and do
more to build broader confidence in the
alternatives.
The creation of a rehabilitative justice
system will only work if the alternatives
to custody are properly funded, robustly
evaluated and inspire confidence that
change is possible. Community Justice
Scotland and local community justice
partners will provide the opportunity to
focus on this with greater community
engagement. But this shift requires
sustainable support and funding for local
authorities and community partners. At a
time when budgets are being squeezed,
this will be challenging but crucial if we
are to convince the public of the merits of
greater community sentencing.
Politicians need to show leadership.
There may be political consensus but that
doesn’t always extend beyond Holyrood.
We need to be clear about what we are
setting out to achieve and see the debate
from the perspective of communities in
order to garner support for the creation
of a justice system fit for a modern
society.
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scottish justice brief
Next issue
Leading international expert, Professor Mike Nellis of the University of
Strathclyde, will guest edit a themed issue on surveillance, crime and criminal
justice in Scotland. Watch out for publication in March 2017.

The SJM needs you!
We are very dependent on donations for our survival and the future is
uncertain. You can now gift aid your donations to the SJM via our parent
charity, the Scottish Consortium on Crime and Criminal Justice, from our
web site pages just by hitting the big purple BT my donate button: www.
scottishjusticematters.com

Apex Scotland Annual Lecture 2016
The Apex Scotland Annual Lecture was held on 6 September. Delivered by
Fraser Kelly, CEO Social Enterprise Scotland, the lecture: Social Enterprise. Good
for Everyone? is now available at: https://youtu.be/b7FzDkp9qxg

SASO Edinburgh Lecture
17:30. 06/12/2016: Edinburgh Sheriff Court, Chambers Street, Edinburgh
Hard to reach, easy to ignore: designing and delivering public protection services
for less visible communities
Speakers: Angela Voulgari, Bright Choices and Aaron Slater, Fearless.
http://www.sastudyoffending.org.uk

#RJinScotland
Watch out for Restorative Justice Dialogue events across Scotland in 2017
and news of new training opportunities. As a first step, contact Miranda Nicoll
to join the mailing list for the RJ Forum (Scotland): M.Nicoll@sacro.org.uk
The first Restorative Justice Dialogue will be organised by Edinburgh
Napier University and the RJ Forum (Scotland) on 14 December 2016, 4pm at
Chapel of the Craiglockhart Campus, Edinburgh Napier University, Edinburgh.
The Restorative Justice Dialogue series is a range of events coordinated by
the RJ Forum (Scotland) which aim to generate conversation across academia,
world of practice and policy-making in Scotland, looking at the present and
future of restorative justice.
The first dialogue will be entitled Restorative Justice and Victims of Crime.
It will feature prof. Theo Gavrielides (IARS, London) as guest speaker and will
be moderated by Dr. Giuseppe Maglione (Napier University). The main goal
of this event is to look at the recent developments of RJ in the UK from the
enactment of the European directive on victims rights (Directive 2012/29/
EU) and their implications for Scotland. The dialogue will gather academics,
practitioners, policymakers interested in the present and future of restorative
justice in Scotland.
Dr. Theo Gavrielides is the Founder and Director of The IARS International
Institute and the Founder and co-Director of the Restorative Justice for All
Institute (RJ4All). He is also an Adjunct Professor at the School of Criminology
(Centre for Restorative Justice) of Simon Fraser University as well as a Visiting
Professor at Buckinghamshire New University. Theo is author of a wide range
of books and academic papers on restorative justice, equality and race, youth
justice. He has also advised public bodies and third sector organisations on
issues related to restorative justice.
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Listen to our interviews on soundcloud.com/sjmjournal, explore our Pinterest
boards on www.pinterest.com/SJMJournal/ and follow us on Twitter @
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